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KYILAND Preface

Preface

Scope
This document provides an overview on SICOM3008/3010/3014GV Managed Industrial

Ethernet Switch

Safety Instructions
When a connector is removed during installation, testing, or servicing, or when an energized
fiber is broken, a risk of ocular exposure to optical energy that may be potentially hazardous

occurs, depending on the laser output power.

The primary hazards of exposure to laser radiation from an optical-fiber communication

system are:
Damage to the eye by accidental exposure to a beam emitted by a laser source.

Damage to the eye from viewing a connector attached to a broken fiber or an energized

fiber.

Documentation Conventions
The following conventions are used in this manual to emphasize information that will be of

interest to the reader.

Symbol Explanation
The matters need attention during the operation and configuration, and they are
Caution supplement to the operation description.
4 Necessary explanations to the operation description.
~are NOte
The matters call for special attention. Incorrect operation might cause data loss
wwwwwww Warning or damage to devices.

Document Obtainment
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Product documents can be obtained by:
U CD shipped with the device

U Kyland website: www.kyland.com
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KYILAND Product Introduction

1 Product Introduction

1.1 Overview

Managed video surveillance SICOM3008/3010/3014GV Industrial Ethernet Switch applied in
the ITS, highway, industrial automation, oil&gas and many other industries. The
SICOM3008/3010/3014GV are applicable to harsh and hazardous industrial environments
due to its high-performance switching engine, solid closed housing, fanless but heat
dissipation-capable single-rib shaped chassis, overcurrent, overvoltage, and EMC protection
for power input, and EMC protection of RJ45 ports. The redundant network and power input
support guarantees the reliable operation of the system.

The SICOM3008/3010/3014GV provide powerful network management functions. The

device can be managed through CLI, Telnet, Web.

1.2 Software Features

This series switches provide abundant software features, satisfying customers' various

requirements.

U Redundancy protocols: STP, RSTP, MSTP, Static trunk or Dynamic via LACP (Link
Aggregation Control Protocol)

U Multicast protocols: IGMP v1, v2, IGMP snooping and querying, Immediate leave and
leave proxy, Throttling and filtering

U  Switching attributes: VLAN, QoS

0 Security: IP and MAC-based access control, IEEE 802.1X authentication Network
Access Control, Multicast/Broadcast/Flooding Storm Control

i Device management: Configuration Import/Export, Firmware Upgrade

U Device diagnosis: port mirroring, LLDP

U0 Network management. management by CLI, Telnet, Web, HTTPs, SSH, DHCP, and
SNMPv1/iv2c

u é
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2 Switch Access

You can access the switch by:
i Console port

i Telnet/SSH

i Web browser

For details, refer to its user manual.

2.1 Access through Console Port

You can access a switch by its console port and the hyper terminal of Windows OS or other

software that supports serial port connection, such as HTT3.3. The following example shows

how to use Hyper Terminal to access switch by console port.

1. Connect the 9-pin serial port of a PC to the console port of the switch with the DB9-RJ45

console cable.

2. Run t he Hyper

[ Accessories] Y

¢| Administrator
I

I Entertainment
\@ System Tools
') Address Book
& Caleulator

B Command Prompt

Ter mi

ibility Wizard

(A4 wordpad

Tour Windows XP ) Games k
@) start 4
) Files and Settings Tr: @ g
Wizard & Internet Explorer
3 msn
n Command Prompt b

L";] Outlook Express
. Remote Assistance
e Windows Media Player

UL CI A () winRar

|6| Turn OFf Computer

é Internet s ) My Documents ) NoFepad
Internet Explorer w Paint
v Email B My Recent Documents @ Progan
& Outlook Express @  Set Program Access and Defaults Gau Remote Desktop Connection
N i Ll
= Piss [ Tour twindaws kP
® Windows Media Plays bt [ windows Explorer

nal i n Wi ndows

[ Communi cati onsFlgureYl. [ Hyper

e, Network Connections
@ Metwork Setup Wizard
| New Connection Wizard

| < Wireless Network Setup Wizard

Figure 1 Starting the Hyper Terminal

3. Create a new connection "Switch", as shown in Figure 2.

4
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"+ Mew Connection - Hyper Terminal

D &5 OB o
Connection Description
Enter a name and chooze an icon for the connection:
Mame:
| Switch |
lean:
(—w)
=
Ty
rg__!
Ok ] [ Cancel ]
Discorrected dughe bk dugh debect UM

Figure 2 Creating a New Connection

4. Connect the communication port in use, as shown in Figure 3.

Connect To

Country/region;

Area code;

Enter detailz for the phone number that you want to dial;

L]

Phone number: |

Connect using: | COk1

Ok

H Cancel ]

Figure 3 Selecting the Communication Port

V4
[y

MOTE

Note'

To confirm the communication port in use, right-c | i ¢ k

[ Har dwar e]

[ My

¥nfdgdPev)j c€ MPort].

Computer]

al

5. Set port parameters (Bits per second: 115200, Data bits: 8, Parity: None, Stop bits: 1, and

5
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Flow control: None), as shown in Figure 4.

COM1 Properties

Part Settings |
Bits per second: |1 15200 w |
Drata bits: |B v|
Parity: | Mare “ |
Stop bitz: | 1 w |
Flow contral: | v|
[ Bestore Defaulkz ]
[ k. ] [ Cancel ] [ Apply ]

Figure 4 Setting Port Parameters
6. Click <OK> button to enter the switch CLI. Input password "admin" and press <Enter> to

enter the General mode, as shown in Figure 5.
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& Switch - HyperTerminal

File Edit View Call Transfer Help
D @38 OB
.l |
Rl |
Connected 0:00:03 Auto detect  Auto detect SCROLL | CAPS |mMuM | Capturs _I
Figure 5 CLI
7. | nput command fAenabl eod, def @&aned tus eent"eard]

privileged mode. You can also input other created users and password, as shown in Figure

6.
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“& Switch - HyperTerminal

File Edit Wiew Call Transfer Help

Password: ==mexx

SHITCH>enable
login:admin
password: ===

Please modify your initial password!
SWITCH#

Connected 0:00:03 Auka detect Auto detect UM

Figure 6 Privileged mode

2.2 Access through Telnet

The precondition for accessing a switch by Telnet is the normal communication between the
PC and the switch.
1. Enter "telnet IP address" in the Run dialog box, as shown in Figure 7. The default IP

address of a Kyland switch is 192.168.0.2.

Run E?]EEi

= Type the name of a program, folder, document, or
= Internet resource, and Windows will open it For wou,

Open:  |telnet 192, 165.0.2 L

[ Ik H Cancel ][ Browse, .,

Figure 7 Telnet Access
2. In the Telnet interface, input user "admin”, and password "none" to log in to the switch.

You can also input other created users and password, as shown in Figure 8.
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BEIE
[« |

login:admin
pazsword : e
Fleaze modify wour initial password?

SWITCH >

Figure 8 Telnet Interface

2.3 Access through Web

The precondition for accessing a switch by Web is the normal communication between the

PC and the switch.

. -
IE8.0 or a later version is recommended for the best Web display results.

NOTE

1. Input "IP address" in the browser address bar. The login interface is displayed, as shown
below. Input the default user name "admin", password "none", and the Verification. Click

<Login>. You can also input other created users and password.
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2. The prompt of modifying the initial password is displayed, click <OK> button.

[ Windows =2 ===

{ZFSICOM3010G-2G6GE-L2-L2 FIAESSES 192.168.0.2 ERERF

HH=N,

TE: EESSERL A AR =N AFENEN e e iEE
BIEEARTAE),

TS |
T —
' icERnRRE

Figure 9 Web Login_SICOM3010G

Windows =25 @

{irT SICOM3014GV-4GX10GE-L15-L15 fIfREsE 192.168.1.2 A
PEHIEH.

T HEEEERL AR A SRR EESrERsEs
HIEFIAIE).

w4

e ]

B |
[ ioEsaERE

(o= [ =»

Figure 10 Web Login_SICOM3014GV

3. After you log in successfully, there is a navigation tree on the left of the interface, as

shown below.

10
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KZLAND SICOM3010G-2G6GE-L2-L2 == %[~ 3

B a
” Port State Svarview AR L

gyt (G} SUZT 1 By Sl Tl fubinry (Ll

Figure 11 Web Interface_SICOM3010G

KYLAND SICOM3014GV-4GX10GE-L15-L15 2800@ -

» Configuration
» System
= Information
=P

Port State Overview Auto-refresh Refresh

=NTP

= Time

«Log

= Alarm Profile
» Green Ethernet

= Port Power Savings
= Ports.

= Excluded IP
= Pool

= Snooping

* Relay

= Communities
= Users
* Groups
* Views
= Access
» RMON
» Statictire

Copyright (C) 2004-2016 by Kyland Technoloay Limited

Figure 12 Web Interface_SICOM3014GV

11
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3 Configuration

3.1System

3.1.1 System Information

The switch system information is provided here.

System Information Configuration

System Contact | 86-10-88798888
System Name SICOM3014GV-4GX10GE-L15-L15
System Location | Building No.2,Shixing Avenue 30#,5

Submit || Reset |

Figure 13 system information

Object Description

System Contact The textual identification of the contact person for this managed node,
together with information on how to contact this person. The allowed
string length is 0 to 255, and the allowed content is the ASCII characters

from 32 to 126.

System Name An administratively assigned name for this managed node. By
convention, this is the node's fully-qualified domain name. A domain
name is a text string drawn from the alphabet (A-Za-z), digits (0-9), minus
sign (-). No space characters are permitted as part of a name. The first
character must be an alpha character. And the first or last character must

not be a minus sign. The allowed string length is 0 to 255.

System Location The physical location of this node(e.g., telephone closet, 3rd floor). The
allowed string length is 0 to 255, and the allowed content is the ASCII

characters from 32 to 126.

Buttons

12
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Submit Click to save changes.
Click to revert to previously saved values.

3.1.2 System IP

Configure IP basic settings, control IP interfaces and IP routes.
The maximum number of interfaces supported is 8 and the maximum number of routes is 32.

IP Configuration

Mode Host =
DNS Server | Configured > 168.95.1.1
DNS Proxy

IP Interfaces

IPv4 DHCP IPv4 IPv6
Enable | Fallback | Current Lease Address \ Mask Length Address Mask Length

1 0 211.75.13.208 24

Add Interface

Default Gateway

Delete | VLAN

Address
211.75.13.254

‘ Set Default Gateway |

IP Routes

[ Delete | Network | Mask Length | Gateway | Next Hop VLAN |
Add Route
Submit || Reset

Figure 14 System IP

Object Description

IP Configuration

Mode Configure whether the IP stack should act as a Host or a Router. In Host
mode, IP traffic between interfaces will not be routed. In Router mode

traffic is routed between all interfaces.

DNS Server This setting controls the DNS name resolution done by the switch.

The following modes are supported:

13
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1 From any DHCP interfaces

The first DNS server offered from a DHCP lease to a
DHCP-enabled interface will be used.

1 No DNS server

No DNS server will be used.

1 Configured

Explicitly provide the IP address of the DNS Server in dotted
decimal notation.

9 From this DHCP interface

Specify from which DHCP-enabled interface a provided DNS
server should be preferred.

DNS Proxy When DNS proxy is enabled, system will relay DNS requests to the
currently configured DNS server, and reply as a DNS resolver to the

client devices on the network.

IP Interfaces

Delete Select this option to delete an existing IP interface.

VLAN The VLAN associated with the IP interface. Only ports in this VLAN will
be able to access the IP interface. This field is only available for input

when creating an new interface.

IPv4 DHCP Enabled Enable the DHCP client by checking this box. If this option is enabled,
the system will configure the IPv4 address and mask of the interface
using the DHCP protocol. The DHCP client will announce the configured

System Name as hostname to provide DNS lookup.

IPvd DHCP Fallback | The number of seconds for trying to obtain a DHCP lease. After this
Timeout period expires, a configured IPv4 address will be used as IPv4 interface
address. A value of zero disables the fallback mechanism, such that

DHCP will keep retrying until a valid lease is obtained. Legal values are

14
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0 to 4294967295 seconds.

IPv4 DHCP Current | For DHCP interfaces with an active lease, this column show the current

Lease interface address, as provided by the DHCP server.

IPv4 Address The IPv4 address of the interface in dotted decimal notation.
If DHCP is enabled, this field configures the fallback address. The field
may be left blank if IPv4 operation on the interface is not desired - or no

DHCP fallback address is desired.

IPv4 Mask The IPv4 network mask, in number of bits (prefix length). Valid values
are between 0 and 30 bits for a IPv4 address.

If DHCP is enabled, this field configures the fallback address network
mask. The field may be left blank if IPv4 operation on the interface is not

desired - or no DHCP fallback address is desired.

IPv6 Address The IPv6 address of the interface. A IPv6 address is in 128-bit records
represented as eight fields of up to four hexadecimal digits with a colon
separating each field (;). For example, fe80::215:c5ff:fe03:4dc7. The
symbol :: is a special syntax that can be used as a shorthand way of
representing multiple 16-bit groups of contiguous zeros; but it can
appear only once. It can also represent a legally valid IPv4 address. For
example, ::192.1.2.34.

The field may be left blank if IPv6 operation on the interface is not

desired.

IPv6 Mask The IPv6 network mask, in number of bits (prefix length). Valid values
are between 1 and 128 bits for a IPv6 address.
The field may be left blank if IPv6 operation on the interface is not

desired.

Default Gateway

Address The IP address of the gateway valid format is dotted decimal notation.

IP Routes

15
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Delete Select this option to delete an existing IP route.

Network The destination IP network or host address of this route. Valid format is
dotted decimal notationor a valid IPv6 notation. A default route can use

the value 0.0.0.0or IPv6 :: notation.

Mask Length The destination IP network or host mask, in number of bits (prefix
length). It defines how much of a network address that must match, in
order to qualify for this route. Valid values are between 0 and 32 bits
respectively 128 for IPv6 routes. Only a default route will have a mask

length of 0 (as it will match anything).

Gateway The IP address of the IP gateway. Valid format is dotted decimal
notationor a valid IPv6 notation. Gateway and Network must be of the

same type.

Next Hop VLAN(Only | The VLAN ID (VID) of the specific IPv6 interface associated with the
for IPv6) gateway.

The given VID ranges from 1 to 4094 and will be effective only when the
corresponding IPv6 interface is valid.

If the IPv6 gateway address is link-local, it must specify the next hop
VLAN for the gateway.

If the IPv6 gateway address is not link-local, system ignores the next

hop VLAN for the gateway.

Buttons
Add Interface Click to add a new IP interface. A maximum of 8 interfaces is supported.
Set Default Gateway Click to save changes.
Add Route Click to add a new IP route. A maximum of 32 routes is supported.
Submit Click to save changes.

16
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Reset Click to revert to previously saved values.

3.1.3 System NTP
Configure NTP on this page.

NTP Configuration

Mode Enabled v
Server1 | 192.168.0.34

Server 2
Server 3
Server 4
Server 5

Submit || Reset |

Figure 15 NTP Configure

Mode Indicates the NTP mode operation. Possible modes are:
Enabled: Enable NTP client mode operation.

Disabled: Disable NTP client mode operation.

Server # Provide the IPv4 or IPv6 address of a NTP server. IPv6 address is in
128-bit records represented as eight fields of up to four hexadecimal
digits with a colon separating each field (). For example,
'fe80::215:c5ff:fe03:4dc7'. The symbol "::' is a special syntax that can be
used as a shorthand way of representing multiple 16-bit groups of
contiguous zeros; but it can appear only once. It can also represent a

legally valid IPv4 address. For example, "::192.1.2.34".

17
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Save Click to save changes.
Click to undo any changes made locally and revert to previously saved
Reset
values.

3.1.4 System Time

This page allows you to configure the Time Zone.

Time Zone Configuration

Time Zone Configuration

Time Zone Mone

Acronym { 0-16 characters )

Daylight Saving Time Configuration

Daylight Saving Time Mode
Daylight Saving Time | Disabled hd
Start Time settings
Month Jan v
Date 1 hd
Year 2000 A
Hours 0 -
Minutes 0 b
End Time settings
Month Jan v
Date 1 hd
Year 2000 A
Hours 0 -
Minutes 0 b
Offset settings
Offset 1 (1-1440) Minutes

Date/Time Configuration

Date/Time settings
Year 2000 (2000 - 2037)
Month Jan -
Date 2 -
Hours 20 hd
Minutes 29 hd
Seconds 51 hd

Submit Reset

Figure 16 Time Zone Configuration

18
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Object

Description

Time Zone Configuration

Time Zone Lists various Time Zones worldwide. Select appropriate Time Zone from
the drop down and click Save to set.
Acronym User can set the acronym of the time zone. This is a User configurable

acronym to identify the time zone. ( Range : Up to 16 characters)

Daylight Saving Time Configuration

Daylight Saving Time

This is used to set the clock forward or backward according to the
configurations set below for a defined Daylight Saving Time duration.
Select 'Disable’ to disable the Daylight Saving Time configuration. Select
'Recurring' and configure the Daylight Saving Time duration to repeat the
configuration every year. Select 'Non-Recurring’ and configure the
Daylight Saving Time duration for single time configuration. ( Default :

Disabled )

Recurring Configurations

Start time settings

Week Select the starting week number.
Day Select the starting day.

Month Select the starting month.

Hours Select the starting hour.

Minutes Select the starting minute

End time settings

Week Select the ending week number.
Day Select the ending day.

Month Select the ending month.

Hours Select the ending hour.
Minutes Select the ending minute

Offset settings

19
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Offset

Enter the number of minutes to add during Daylight Saving Time.

(Range: 1to 1440)

Non Recurring Configurations

Start time settings

Month Select the starting month.
Date Select the starting date.
Year Select the starting year.
Hours Select the starting hour.
Minutes Select the starting minute

End time settings

Month Select the ending month.
Date Select the ending date.
Year Select the ending year.
Hours Select the ending hour.
Minutes Select the ending minute

Offset settings

Offset

Enter the number of minutes to add during Daylight Saving Time.

(Range: 1to 1440)

Date/Time Configuration

Date/Time Settings

Year Year of current datetime. ( Range: 2000 to 2037 )
Month Month of current datetime.

Date Date of current datetime.

Hours Hour of current datetime.

Minutes Minute of current datetime.

Seconds Second of current datetime.

20
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Buttons

Submit

Click to save changes.

Reset

Click to undo any changes made locally and revert to previously saved

values.

3.1.5 System Log

Configure System Log on this page.

System Log Configuration

Server Mode Enabled -

Server Address | 192.168.0.23

Syslog Level Info -

| Submit || Reset |

Figure 17 System Log configuration

Object

Description

Server Mode

Indicates the server mode operation. When the mode operation is
enabled, the syslog message will send out to syslog server. The syslog
protocol is based on UDP communication and received on UDP port 514
and the syslog server will not send acknowledgments back sender since
UDP is a connectionless protocol and it does not provide
acknowledgments. The syslog packet will always send out even if the
syslog server does not exist. Possible modes are:

Enabled: Enable server mode operation.

Disabled: Disable server mode operation.

Server Address

Indicates the IPv4 host address of syslog server. If the switch provide

DNS feature, it also can be a host name.

Syslog Level

Indicates what kind of message will send to syslog server. Possible
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modes are:
Info: Send informations, warnings and errors.
Warning: Send warnings and errors.

Error: Send errors.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.

3.1.6 System Alarm Profile

Alarm Profile is provided here to enable/disable alarm.

Alarm Profile

ID| Description | Enabled
® K
1 Port 1 Link Down
2 Port 2 Link Down
3 Port 3 Link Down ]
4 Port 4 Link Down V]
5 Port 5 Link Down
6 Port 6 Link Down
7 Port 7 Link Down
& Port 8 Link Down
9 Port 9 Link Down

10 Port 10 Link Down

11 Port 11 Link Down

Figure 18 Alarm Profile

ID The identification of the Alarm Profile entry.

Description Alarm Type Description.
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Enabled If alarm entry is Enabled, then alarm will be shown in alarm
history/current when it occurs.
Alarm LED will be on (lighted), Alarm Relay also be enabled.
SNMP trap will be sent if any SNMP trap entry exists and enabled.
Disabled If alarm entry is Disabled, then alarm will not be captured/shown in alarm

history/current when alarm occurs;
then it will not trigger the Alarm LED change, Alarm Relay and SNMP trap

either.

Note: When any alarm

enabled.

exists, the Alarm LED will be on (lighted), Alarm Output Relay will also be

Buttons

Submit

Click to save changes.

Reset

Click to undo any changes made locally and revert to previously saved

values.
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3.2Ports

This page displays current port configurations. Ports can also be configured here.

Port Configuration
Port | Link Speed Flow Control Maximum Excessive

Current | Configured Current Rx | Current Tx | Configured | Frame Size | Collision Mode
5 <> - 9600 <> v
1 @ Down Auto - X X 9600 Discard ~
2 @ Down Auto v X X 9600 Discard »
3 100fdx Auto - X X 9600 Discard ~
4 @ Down Auto A X X 9600 Discard +
5 @ Down Auto - X X 9600 Discard ¥
6 @ Down Auto - X X 9600 Discard ~
7 @ Down Auto v X X 9600 Discard ¥
8 @ Down Auto - X X 9600 Discard ~
9 @ Down Auto v X X 9600 Discard ¥
10 @ Down Auto - X X 9600 Discard ~

11 @ Down Auto M X b4 9600

12 @ Down Auto - X X 9600

13 @ Down Auto M X X 9600

14 @ Down Auto v X X 9600

Submit | | Reset
Figure 19 Port Configuration
Object Description
Port This is the logical port number for this row.
Link The current link state is displayed graphically. Green indicates the link is

up and red that it is down.

Current Link Speed Provides the current link speed of the port.

Configured Link | Selects any available link speed for the given switch port. Only speeds
Speed supported by the specific port is shown. Possible speeds are:

Disabled - Disables the switch port operation.
Auto - Port auto negotiating speed with the link partner and selects the
highest speed that is compatible with the link partner.

10Mbps HDX - Forces the cu port in 10Mbps half duplex mode.
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10Mbps FDX - Forces the cu port in 10Mbps full duplex mode.
100Mbps HDX - Forces the cu port in 100Mbps half duplex mode.
100Mbps FDX - Forces the cu port in 200Mbps full duplex mode.
1Gbps FDX - Forces the port in 1Gbps full duplex .
Flow Control When Auto Speed is selected on a port, this section indicates the flow

control capability that is advertised to the link partner.

When a fixed-speed setting is selected, that is what is used. The Current
Rx column indicates whether pause frames on the port are obeyed, and
the Current Tx column indicates whether pause frames on the port are
transmitted. The Rx and Tx settings are determined by the result of the
last Auto-Negotiation.

Check the configured column to use flow control. This setting is related to

the setting for Configured Link Speed.

Maximum Frame Size

Enter the maximum frame size allowed for the switch port, including FCS.

Excessive Collision

Mode

Configure port transmit collision behavior.
Discard: Discard frame after 16 collisions (default).

Restart: Restart backoff algorithm after 16 collisions.

Buttons

Submit

Click to save changes.

Reset

Click to undo any changes made locally and revert to previously saved

values.

Refresh

Click to refresh the page. Any changes made locally will be undone.
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3.3DHCP

3.3.1 DHCP Server

3.3.1.1 DHCP Server Mode

This page configures global mode and VLAN mode to enable/disable DHCP server per

system and per VLAN.

DHCP Server Mode Configuration
Global Mode

Mode | Enabled ~
VLAN Mode

Delete | VLAN Range Mode
Delete | 2 Enabled ~

| Add VLAN Range |

| Submit || Reset |

Figure 20 DHCP Server Mode Configuration

Object Description

Global Mode

Mode Configure the operation mode per system. Possible modes are:
Enabled: Enable DHCP server per system.
Disabled: Disable DHCP server pre system.

VLAN Mode

VLAN Range Indicate the VLAN range in which DHCP server is enabled or disabled.
The first VLAN ID must be smaller than or equal to the second VLAN ID.
BUT, if the VLAN range contains only 1 VLAN ID, then you can just input
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it into either one of the first and second VLAN ID or both.

On the other hand, if you want to disable existed VLAN range, then you
can follow the steps.

1. press to add a new VLAN range.

2. input the VLAN range that you want to disable.

3. choose Mode to be Disabled.

4. press to apply the change.

Then, you will see the disabled VLAN range is removed from the DHCP

Server mode configuration page.

Mode Indicate the the operation mode per VLAN. Possible modes are:
Enabled: Enable DHCP server per VLAN.

Disabled: Disable DHCP server pre VLAN.

Buttons

Delete Click to delete the setting.

Add VLAN Range Click to add a new VLAN range.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.3.1.2 DHCP Server Excluded IP
This page configures excluded IP addresses. DHCP server will not allocate these excluded
IP addresses to DHCP client.

DHCP Server Excluded IP Configuration

Excluded IP Address

Delete | IP Range

Delete | 192.168.0.5 - 192.168.0.20
[ Add IP Range l
| Submit || Reset |

Figure 21 DHCP Server Excluded IP

IP Range Define the IP range to be excluded IP addresses. The first excluded IP
must be smaller than or equal to the second excluded IP. BUT, if the IP
range contains only 1 excluded IP, then you can just input it to either one

of the first and second excluded IP or both.

Delete Click to delete the setting.
Add IP Range Click to add a new excluded IP range.
Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.3.1.3 DHCP Server Pool
This page manages DHCP pools. According to the DHCP pool, DHCP server will allocate IP
address and deliver configuration parameters to DHCP client.

DHCP Server Pool Configuration

Pool Setting
Delete Name Type P s;:::n Lease Time
[ Delete | Switcho1 - - - 1 days 0 hours 0 minutes
| Add New Pool |
[‘Submit | [ Reset
Figure 22 DHCP Server Pool
Object Description
Name Configure the pool name that accepts all printable characters, except
white space. If you want to configure the detail settings, you can click the
pool name to go into the configuration page.
Type Display which type of the pool is.
Network: the pool defines a pool of IP addresses to service more than
one DHCP client.
Host: the pool services for a specific DHCP client identified by client
identifier or hardware address.
If "-" is displayed, it means not defined.
IP Display network number of the DHCP address pool.
If "-" is displayed, it means not defined.
Subnet Mask Display subnet mask of the DHCP address pool.
If "-" is displayed, it means not defined.
Lease Time Display lease time of the pool.
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Delete Click to delete the setting.
Add New Pool Click to add a new DHCP pool.
Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.

3.3.2 DHCP Snooping
Configure DHCP Snooping on this page.

DHCP Snooping Configuration

‘Snoopinghlude| Enabled ~ |

Port Mode Configuration

Port | Mode
o> -
1 Trusted ~
2 Trusted ~
3 Trusted ~
4 Untrusted ~
5 Trusted ~
6 Trusted ~
7 Trusted -
8§ Trusted ~
9 Trusted ~
10 Trusted ~
11 Trusted ~
12 Trusted ~
13 Trusted ~
14 Trusted ~

| Submit || Reset |

Figure 23 DHCP Snooping
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Snooping Mode

Indicates the DHCP snooping mode operation. Possible modes are:
Enabled: Enable DHCP snooping mode operation. When DHCP
snooping mode operation is enabled, the DHCP request messages will
be forwarded to trusted ports and only allow reply packets from trusted
ports.

Disabled: Disable DHCP snooping mode operation.

Port Mode

Configuration

Indicates the DHCP snooping port mode. Possible port modes are:
Trusted: Configures the port as trusted source of the DHCP messages.
Untrusted: Configures the port as untrusted source of the DHCP

messages.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved
Reset

values.
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3.4Security

3.4.1 Switch

3.4.1.1 Users

This page provides an overview of the current users. Currently the only way to login as

another user on the web server is to close and reopen the browser.

Users Configuration

User . .
Name Privilege Level
admin 15

[ Add New User

Add User
User Settings
User Name test1
Password see

Password (again) (eee

Privilege Level 4 -

Submit || Reset || Cancel

Figure 24 User

Object Description

User Name A string identifying the user name that this entry should belong to. The
allowed string length is 1 to 31. The valid user name allows letters,

numbers and underscores.

Password The password of the user. The allowed string length is 0 to 31. Any

printable characters including space is accepted.

Privilege Level The privilege level of the user. The allowed range is 1 to 15. If the

privilege level value is 15, it can access all groups, i.e. that is granted the
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fully control of the device. But others value need to refer to each group
privilege level. User's privilege should be same or greater than the group
privilege level to have the access of that group. By default setting, most
groups privilege level 5 has the read-only access and privilege level 10
has the read-write access. And the system maintenance (software
upload, factory defaults and etc.) need user privilege level 15. Generally,
the privilege level 15 can be used for an administrator account, privilege
level 10 for a standard user account and privilege level 5 for a guest

account.

Buttons

Add New User Click to add a new usetr.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset
values.
Cancel Click to undo any changes made locally and return to the Users.
Delete the current user. This button is not available for new
Delete User

configurations (Add new user)

3.4.1.2 Privilege Level

This page provides an overview of the privilege levels.
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Privilege Level Configuration

Privilege Level
Group Name | Configuration | Configuration/Execute | Status/Statistics | Status/Statistics
Read-only Read/write Read-only Read/write
Aggregation 5 mn - 5 10 -
Debug 15 « 15 « 15 = 15 =
DHCP 5 ¥ 0 - 3 - 10 -
Dhecp_Client 5 - 0 - 5 - 0 -
Diagnostics 5 mn - 5 10 -
EEE 3 - 0 - 3 v 10 -
Green_Ethernet 5 mn - 5 10 -
P2 3 - 0 - 3 v 10 -
IPMC_Snooping 5 mn - 5 10 -
LACP 3 - 0 - 3 v 10 -
LLDP 5 ¥ 0 - 3 - 10 -
Loop Protect 5 - 0 - 5 - 0 -
MAC_Table 5 10 - 5 ¥ 10 ¥
Maintenance 15 - 15 - 15 = 15 =
Mirroring 5 mn - 5 10 -
MVR 3 - 0 - 3 v 10 -
NTP 5 ¥ 0 - 3 - 10 -
Ports 3 - 0 - 1 - 10 -
Private_VLANs 5 mn - 5 10 -
QoS 3 - 0 - 3 v 10 -
RPC 5 ¥ 0 - 3 - 10 -
Security 5 - 0 - 5 - 0 -
sFlow 5 mn - 5 10 -
Spanning_Tree 5 - 0 - 5 - 0 -
System 5 mn - 1 - 10 -
Timer 5 - i - 3T 0 -
WCL 5 ¥ 0 - 3 - 10 -
WLANS 3 - 0 - 3 v 10 -
Voice_WVLAN 5 mn - 5 10 -
XXRP 3 - 0 - 3 v 10 -

Submit Reset

Figure 25 privilege level

Object

Description

Group Name

The name identifying the privilege group. In most cases, a privilege level
group consists of a single module (e.g. LACP, RSTP or QoS), but a few of

them contains more than one. The following description defines these

privilege level groups in details:
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System: Contact, Name, Location, Timezone, Daylight Saving Time, Log.
Security: Authentication, System Access Management, Port (contains
Dotlx port, MAC based and the MAC Address Limit), ACL, HTTPS, SSH,
ARP Inspection, IP source guard.

IP: Everything except 'ping'.

Port: Everything except 'VeriPHY".

Diagnostics: 'ping' and 'VeriPHY".

Maintenance: CLI- System Reboot, System Restore Default, System
Password, Configuration Save, Configuration Load and Firmware Load.
Web- Users, Privilege Levels and everything in Maintenance.

Debug: Only present in CLI.

Privilege Levels Every group has an authorization Privilege level for the following sub
groups: configuration read-only, configuration/execute read-write,
status/statistics read-only, status/statistics read-write (e.g. for clearing of
statistics). User Privilege should be same or greater than the

authorization Privilege level to have the access to that group.

Buttons

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.1.3 Auth Method

This page allows you to configure how a user is authenticated when he logs into the switch

via one of the management client interfaces.

Authentication Method Configuration

Client | Methods

console local ~ |no *| | no v
telnet local - | no *| [no -
ssh local ~ | no *| | no -
http local -~ | no | [no -

 Submit || Reset |

Figure 26 authentication Method

Object Description
Client The management client for which the configuration below applies.
Methods Method can be set to one of the following values:

1 no: Authentication is disabled and login is not possible.

1 local: Use the local user database on the switch for authentication.
1 radius: Use remote RADIUS server(s) for authentication.

1 tacacs+: Use remote TACACS+ server(s) for authentication.

Methods that involves remote servers are timed out if the remote servers
are offline. In this case the next method is tried. Each method is tried from
left to right and continues until a method either approves or rejects a user.
If a remote server is used for primary authentication it is recommended to
configure secondary authentication as ‘local. This will enable the
management client to login via the local user database if none of the

configured authentication servers are alive.

Buttons

Submit

Click to save changes.
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Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.1.4 SSH/TELNET
Configure SSH/TELNET on this page.
SSH/ TELNET Configuration

55H Mode Enabled -
TELNET Mode | Enabled ~

| Submit || Reset |

Figure 27 SSH/TELNET Configuration

SSH Mode Indicates the SSH mode operation. Possible modes are:
Enabled: Enable SSH mode operation.

Disabled: Disable SSH mode operation.

TELNET Mode Indicates the TELNET mode operation. Possible modes are:
Enabled: Enable TELNET mode operation.

Disabled: Disable TELNET mode operation.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

values.
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3.4.1.5 HTTPS
Configure HTTPS on this page.
HTTPS Configuration

Mode Disabled -
Automatic Redirect | Disabled -

Submit | Reset |

Figure 28 HTTPS Configuration

Object Description

Mode Indicates the HTTPS mode operation. When the current connection is
HTTPS, to apply HTTPS disabled mode operation will automatically
redirect web browser to an HTTP connection. Possible modes are:
Enabled: Enable HTTPS mode operation.

Disabled: Disable HTTPS mode operation.

Automatic Redirect Indicates the HTTPS redirect mode operation. It only significant if HTTPS
mode "Enabled" is selected. Automatically redirects web browser to an
HTTPS connection when both HTTPS mode and Automatic Redirect are
enabled. Possible modes are:

Enabled: Enable HTTPS redirect mode operation.

Disabled: Disable HTTPS redirect mode operation.

Buttons
Submit Click to save changes.
Reset Click to undo any changes made locally and revert to previously saved values.

3.4.1.6 Access Management
Configure access management table on this page. The maximum number of entries is 16. If

the application's type match any one of the access management entries, it will allow access
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to the switch.

Access Management Configuration

[Mode | Enabled ~ |
Delete [ VLANID | Start IP Address [ End IP Address [ HTTPIHTTPS | SNMP | TELNET/SSH
| Delete | 1 192.168.0.40 192.168.0.45 v
| Add New Entry |
[ submit | [ Reset
Figure 29 access management Configuration
Object Description
Mode Indicates the access management mode operation. Possible modes are:
Enabled: Enable access management mode operation.
Disabled: Disable access management mode operation.
Delete Check to delete the entry. It will be deleted during the next save.
VLAN ID Indicates the VLAN ID for the access management entry.
Start IP address Indicates the start IP address for the access management entry.
End IP address Indicates the end IP address for the access management entry.
HTTP/HTTPS Indicates that the host can access the switch from HTTP/HTTPS interface
if the host IP address matches the IP address range provided in the entry.
SNMP Indicates that the host can access the switch from SNMP interface if the
host IP address matches the IP address range provided in the entry.
TELNET/SSH Indicates that the host can access the switch from TELNET/SSH interface
if the host IP address matches the IP address range provided in the entry.
Buttons
Add New Entry Click to add a new access management entry.
Submit Click to save changes.
Click to undo any changes made locally and revert to previously saved
Reset
values.
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3.42 SNMP

3.4.2.1 SNMP System Configuration

Configure SNMP on this page.

SNMP System Configuration

Mode Enabled M
Version SNMP v2c -
Read Community public

Read/Write Community | private

Engine ID 800007e5017f000001

Submit || Reset |

Figure 30 SNMP System configuration

Object Description
Mode Indicates the SNMP mode operation. Possible modes are:
Enabled: Enable SNMP mode operation.
Disabled: Disable SNMP mode operation.
Version Indicates the SNMP supported version. Possible versions are:

SNMP v1: Set SNMP supported version 1.
SNMP v2c: Set SNMP supported version 2c.

SNMP v3: Set SNMP supported version 3.

Read Community

Indicates the community read access string to permit access to SNMP
agent. The allowed string length is 0 to 255, and the allowed content is
the ASCII characters from 33 to 126.

The field is applicable only when SNMP version is SNMPv1 or SNMPv2c.
If SNMP version is SNMPV3, the community string will be associated with
SNMPv3 communities table. It provides more flexibility to configure
security name than a SNMPv1 or SNMPv2c community string. In addition
to community string, a particular range of source addresses can be used

to restrict source subnet.
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Write Community Indicates the community write access string to permit access to SNMP
agent. The allowed string length is 0 to 255, and the allowed content is
the ASCII characters from 33 to 126.

The field is applicable only when SNMP version is SNMPv1 or SNMPv2c.
If SNMP version is SNMPv3, the community string will be associated with
SNMPv3 communities table. It provides more flexibility to configure
security name than a SNMPv1 or SNMPv2¢c community string. In addition
to community string, a particular range of source addresses can be used

to restrict source subnet.

Engine ID Indicates the SNMPv3 engine ID. The string must contain an even
number(in hexadecimal format) with number of digits between 10 and 64,
but all-zeros and all-'F's are not allowed. Change of the Engine ID will

clear all original local users.

Buttons

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.

3.4.2.2 SNMP Trap Configuration

Configure SNMP trap on this page.

Trap Configuration

Global Settings

| Mode | Disabled ~ |

Trap Destination Configurations

| Delete | Name | Enable | Version | Destination Address | Destination Port |

| Add New Entry |

| Submit || Reset |
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Figure 31 SNMP Trap Configuration

Object

Description

Global Settings

Mode

Indicates the trap mode operation. Possible modes are:
Enabled: Enable SNMP trap mode operation.

Disabled: Disable SNMP trap mode operation.

Trap Destination Configurations

Name Indicates the trap Configuration's name. Indicates the trap destination's
name.

Enable Indicates the trap destination mode operation. Possible modes are:
Enabled: Enable SNMP trap mode operation.
Disabled: Disable SNMP trap mode operation.

Version Indicates the SNMP trap supported version. Possible versions are:

SNMPv1: Set SNMP trap supported version 1.
SNMPv2c: Set SNMP trap supported version 2c.

SNMPv3: Set SNMP trap supported version 3.

Destination Address

Indicates the SNMP trap destination address. It allow a valid IP address
in dotted decimal notation ('x.y.z.w").

And it also allow a valid hosthame. A valid hostname is a string drawn
from the alphabet (A-Za-z), digits (0-9), dot (.), dash (-). Spaces are not
allowed, the first character must be an alpha character, and the first and
last characters must not be a dot or a dash.

Indicates the SNMP trap destination IPv6 address. IPv6 address is in
128-bit records represented as eight fields of up to four hexadecimal
digits with a colon separating each field (). For example,
'fe80::215:¢c5ff:fe03:4dc7'. The symbol "' is a special syntax that can be

used as a shorthand way of representing multiple 16-bit groups of
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contiguous zeros; but it can appear only once. It can also represent a

legally valid IPv4 address. For example, '::192.1.2.34".

Destination port

message via this port, the port range is 1~65535.

Indicates the SNMP trap destination port. SNMP Agent will send SNMP

The SNMP Trap Configuration page includes the following fields:

SNMP Trap Configuration

Trap Config Name trap1

Trap Mode Disabled -

Trap Version SNMP v2c -

Trap Community Public

Trap Destination Address

Trap Destination Port 162

Trap Inform Mode Disabled -

Trap Inform Timeout (seconds) | 3

Trap Inform Retry Times 5

Trap Probe Security Engine ID | Enabled -

Trap Security Engine ID

Trap Security Name None -
SNMP Trap Event

System = | warm Start Cold Start

Link up '@ none specific all switches
Interface *Link down @ none () specific () all switches
LLDP '@ none specific all switches
AAA * || Authentication Fail
Switch *LJSTP RMON

Submit || Reset |

Figure 32 SNMP Trap Configuration Details

Object

Description

Trap Mode

Enabled: Enable SNMP trap mode operation.

Indicates the SNMP trap mode operation. Possible modes are:
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Disabled: Disable SNMP trap mode operation.

Trap Version

Indicates the SNMP trap supported version. Possible versions are:
SNMP v1: Set SNMP trap supported version 1.
SNMP v2c: Set SNMP trap supported version 2c.

SNMP v3: Set SNMP trap supported version 3.

Trap Community

Indicates the community access string when sending SNMP trap packet.
The allowed string length is 0 to 255, and the allowed content is ASCII

characters from 33 to 126.

Trap Destination

Address

Indicates the SNMP trap destination address. It allow a valid IP address
in dotted decimal notation ('x.y.z.w").

And it also allow a valid hostname. A valid hostname is a string drawn
from the alphabet (A-Za-z), digits (0-9), dot (.), dash (-). Spaces are not
allowed, the first character must be an alpha character, and the first and

last characters must not be a dot or a dash

Trap Destination

IIPv6 Address

Indicates the SNMP trap destination IPv6 address. IPv6 address is in
128-bit records represented as eight fields of up to four hexadecimal
digits with a colon separating each field (). For example,
'fe80::215:c5ff:fe03:4dc7'. The symbol ":' is a special syntax that can be
used as a shorthand way of representing multiple 16-bit groups of
contiguous zeros; but it can appear only once. It can also represent a

legally valid IPv4 address. For example, '::192.1.2.34".

Trap Authentication

Indicates that the SNMP entity is permitted to generate authentication

Failure failure traps. Possible modes are:

Enabled: Enable SNMP trap authentication failure.

Disabled: Disable SNMP trap authentication failure.
Trap Link-up and | Indicates the SNMP trap link-up and link-down mode operation. Possible
Link-down modes are:

Enabled: Enable SNMP trap link-up and link-down mode operation.
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Disabled: Disable SNMP trap link-up and link-down mode operation.

Trap Inform Mode

Indicates the SNMP trap inform mode operation. Possible modes are:
Enabled: Enable SNMP trap inform mode operation.

Disabled: Disable SNMP trap inform mode operation.

Trap Inform Timeout

(seconds)

Indicates the SNMP trap inform timeout. The allowed range is 0 to 2147.

Trap Inform Retry

Times

Indicates the SNMP trap inform retry times. The allowed range is 0 to

255.

Trap Probe Security

Engine ID

Indicates the SNMP trap probe security engine ID mode of operation.
Possible values are:

Enabled: Enable SNMP trap probe security engine ID mode of operation.
Disabled: Disable SNMP trap probe security engine ID mode of

operation.

Trap Security Engine

ID

Indicates the SNMP trap security engine ID. SNMPv3 sends traps and
informs using USM for authentication and privacy. A unique engine 1D for
these traps and informs is needed. When "Trap Probe Security Engine
ID" is enabled, the ID will be probed automatically. Otherwise, the ID
specified in this field is used. The string must contain an even number(in
hexadecimal format) with number of digits between 10 and 64, but

all-zeros and all-'F's are not allowed.

Trap Security Name

Indicates the SNMP trap security name. SNMPv3 traps and informs using
USM for authentication and privacy. A unique security name is needed

when traps and informs are enabled.

Buttons

Add New Entry

Click to add a new user.

Save

Click to save changes.
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Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.2.3 SNMP Communities

Configure SNMPv3 community table on this page. The entry index key is Community

SNMPv3 Community Configuration

Delete | Community | SourcelP | Source Mask
public 0.0.0.0 0.0.0.0
private 0.0.0.0 0.0.0.0

‘ Add New Entry | ‘ Submit || Reset |

Figure 33 SNMPv3 community configuration

Object Description
Delete Check to delete the entry. It will be deleted during the next save.
Community Indicates the community access string to permit access to SNMPv3

agent. The allowed string length is 1 to 32, and the allowed content is
ASCII characters from 33 to 126. The community string will be treated as

security name and map a SNMPv1 or SNMPv2c community string.

Source IP Indicates the SNMP access source address. A particular range of source
addresses can be used to restrict source subnet when combined with

source mask.

Source Mask Indicates the SNMP access source address mask.
Buttons
Add New Entry Click to add a new community entry.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.2.4 SNMP Users
Configure SNMPV3 user table on this page. The entry index keys are Engine ID and User

Name.

SNMPv3 User Configuration

User Security Authentication | Authentication | Privacy Privacy
Name Level Protocol Password Protocol | Password

800007e5017f000001 default_user NoAuth, NoPriv None None None None

Delete Engine ID

Add New Entry | | Submit || Reset |

Figure 34 SNMPv3 user configuration

Object Description

Delete Check to delete the entry. It will be deleted during the next save.

Engine ID An octet string identifying the engine ID that this entry should belong to.
The string must contain an even number(in hexadecimal format) with
number of digits between 10 and 64, but all-zeros and all-'F's are not
allowed. The SNMPv3 architecture uses the User-based Security Model
(USM) for message security and the View-based Access Control Model
(VACM) for access control. For the USM entry, the usmUserEnginelD and
usmUserName are the entry's keys. In a simple agent, usmUserEnginelD
is always that agent's own snmpEnginelD value. The value can also take
the value of the snmpEnginelD of a remote SNMP engine with which this
user can communicate. In other words, if user engine ID equal system

engine ID then it is local user; otherwise it's remote user.

User name A string identifying the user name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII

characters from 33 to 126.

Security Level Indicates the security model that this entry should belong to. Possible

security models are:

NoAuth, NoPriv: No authentication and no privacy.
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Auth, NoPriv: Authentication and no privacy.
Auth, Priv: Authentication and privacy.
The value of security level cannot be modified if entry already exists. That

means it must first be ensured that the value is set correctly.

Authentication Indicates the authentication protocol that this entry should belong to.
Protocol Possible authentication protocols are:

None: No authentication protocol.

MDS5: An optional flag to indicate that this user uses MD5 authentication
protocol.

SHA: An optional flag to indicate that this user uses SHA authentication
protocol.

The value of security level cannot be modified if entry already exists. That

means must first ensure that the value is set correctly.

Authentication A string identifying the authentication password phrase. For MD5
Password authentication protocol, the allowed string length is 8 to 32. For SHA
authentication protocol, the allowed string length is 8 to 40. The allowed

content is ASCII characters from 33 to 126.

Privacy Protocol Indicates the privacy protocol that this entry should belong to. Possible
privacy protocols are:

None: No privacy protocol.

DES: An optional flag to indicate that this user uses DES authentication
protocol.

AES: An optional flag to indicate that this user uses AES authentication

protocol.

Privacy Password A string identifying the privacy password phrase. The allowed string
length is 8 to 32, and the allowed content is ASCII characters from 33 to

126.
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Add New Entry Click to add a new user entry.

Save Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.2.5 SNMP Groups

Configure SNMPv3 group table on this page. The entry index keys are Security Model and

Security Name.

SNMPv3 Group Configuration

Delete | Security Model | Security Name | Group Name
v public default_ro_group
v private default_rw_group
v2e public default_ro_group
vZ2c private default_rw_group
usIm default_user default_rw_group
| Add New Entry | | Submit H Reset |

Figure 35 SNMPv3 group configuration

Object Description
Delete Check to delete the entry. It will be deleted during the next save.
Security Model Indicates the security model that this entry should belong to. Possible

security models are:
v1: Reserved for SNMPv1.
v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM).

Security Name A string identifying the security name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII

characters from 33 to 126.

Group Name A string identifying the group name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII

characters from 33 to 126.

Buttons

Add New Entry Click to add a new group entry
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Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.2.6 SNMP Views

Configure SNMPv3 view table on this page. The entry index keys are View Name and OID

Subtree.
SNMPv3 View Configuration
Delete | View Name | View Type | OID Subtree
default_view included ~ N
| Add New Entry | | Submit || Reset |
Figure 36 SNMPv3 view configuration
Object Description

Delete Check to delete the entry. It will be deleted during the next save.

View Name A string identifying the view name that this entry should belong to. The
allowed string length is 1 to 32, and the allowed content is ASCII
characters from 33 to 126.

View Type Indicates the view type that this entry should belong to. Possible view
types are:
included: An optional flag to indicate that this view subtree should be
included.
excluded: An optional flag to indicate that this view subtree should be
excluded.
In general, if a view entry's view type is 'excluded’, there should be
another view entry existing with view type as 'included' and it's OID
subtree should overstep the 'excluded’ view entry.

OID Subtree The OID defining the root of the subtree to add to the named view. The
allowed OID length is 1 to 128. The allowed string content is digital
number or asterisk(*).
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Add New Entry Click to add a new view entry.

Save Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.2.7 SNMP Access

Configure SNMPvVv3 access table on this page. The entry index keys are Group Name,
Security Model and Security Level.

SNMPv3 Access Configuration

Delete | Group Name | Security Model | Security Level | Read View Name | Write View Name
default_ro _group any NoAuth, NoPriv default_view ~ None -
default_rw_group any NoAuth, NoPriv  default_view -~ default_view -~

Add New Entry ‘ ‘ Submit || Reset ‘

Figure 37 SNMPv3 access

Object Description
Delete Check to delete the entry. It will be deleted during the next save.
Group Name A string identifying the group name that this entry should belong to. The

allowed string length is 1 to 32, and the allowed content is ASCII

characters from 33 to 126.

Security Model Indicates the security model that this entry should belong to. Possible
security models are:

any: Any security model accepted(vl|v2c|usm).

vl: Reserved for SNMPv1.

v2c: Reserved for SNMPv2c.

usm: User-based Security Model (USM).

Security Level Indicates the security model that this entry should belong to. Possible
security models are:

NoAuth, NoPriv: No authentication and no privacy.

Auth, NoPriv: Authentication and no privacy.

Auth, Priv: Authentication and privacy.

Read View Name The name of the MIB view defining the MIB objects for which this request
may request the current values. The allowed string length is 1 to 32, and

the allowed content is ASCII characters from 33 to 126.
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Write View Name The name of the MIB view defining the MIB objects for which this request
may potentially set new values. The allowed string length is 1 to 32, and

the allowed content is ASCII characters from 33 to 126.

Add New Entry Click to add a new access entry.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved
Reset

values.
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3.43 RMON

3.4.3.1 RMON Statistics
Configure RMON Statistics table on this page. The entry index key is ID.

RMON Statistics Configuration
| Delete | ID | Data Source |

| Add New Entry | | Submit || Reset |

Figure 38 RMON Statistics table

Delete Check to delete the entry. It will be deleted during the next save.
ID Indicates the index of the entry. The range is from 1 to 65535.
Data Source Indicates the port ID which wants to be monitored. If in stacking switch,

the value must add 1000*(switch ID-1), for example, if the port is switch 3

port 5, the value is 2005

Add New Entry Click to add a new community entry.

Save Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.3.2 RMON History
Configure RMON History table on this page. The entry index key is ID.

RMON History Configuration

Delete | ID | Data Source | Interval | Buckets | SUCKets
Granted
Add New Entry ‘ | Submit | | Reset |
Figure 39 RMON History table
Object Description

Delete Check to delete the entry. It will be deleted during the next save.
ID Indicates the index of the entry. The range is from 1 to 65535.
Data Source Indicates the port ID which wants to be monitored. If in stacking switch,

the value must add 1000*(switch ID-1), for example, if the port is switch 3

port 5, the value is 2005.

Interval Indicates the interval in seconds for sampling the history statistics data.

The range is from 1 to 3600, default value is 1800 seconds.

Buckets Indicates the maximum data entries associated this History control entry

stored in RMON. The range is from 1 to 3600, default value is 50.

Buckets Granted The number of data shall be saved in the RMON.
Buttons
Add New Entry Click to add a new community entry.

Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.
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3.4.3.3 RMON Alarm
Configure RMON Alarm table on this page. The entry index key is ID.

RMON Alarm Configuration

. Sample Startup Rising Rising Falling Falling
Delete | ID | Interval | Variable Type Value Alarm | Threshold | Index | Threshold | Index
| Add New Entry | | Submit || Reset |

Figure 40 RMON Alarm table

Object Description
Delete Check to delete the entry. It will be deleted during the next save.
ID Indicates the index of the entry. The range is from 1 to 65
Interval Indicates the interval in seconds for sampling and comparing the rising

and falling threshold. The range is from 1 to 2"31-1.

Variable Indicates the particular variable to be sampled, the possible variables are:
InOctets: The total number of octets received on the interface, including
framing characters.

InUcastPkts: The number of uni-cast packets delivered to a higher-layer
protocol.

INNUcastPkts: The number of broad-cast and multi-cast packets
delivered to a higher-layer protocol.

InDiscards: The number of inbound packets that are discarded even the
packets are normal.

InErrors: The number of inbound packets that contained errors preventing
them from being deliverable to a higher-layer protocol.

InUnknownProtos: the number of the inbound packets that were
discarded because of the unknown or un-support protocol.

OutOctets: The number of octets transmitted out of the interface ,

including framing characters.

OutUcastPkts: The number of uni-cast packets that request to transmit.
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OutNUcastPkts: The number of broad-cast and multi-cast packets that
request to transmit.

OutDiscards: The number of outbound packets that are discarded event
the packets is normal.

OutErrors: The The number of outbound packets that could not be
transmitted because of errors.

OutQLen: The length of the output packet queue (in packets).

Sample Type The method of sampling the selected variable and calculating the value to
be compared against the thresholds, possible sample types are:
Absolute: Get the sample directly.

Delta: Calculate the difference between samples (default).

Value The value of the statistic during the last sampling period.

Startup Alarm The method of sampling the selected variable and calculating the value to
be compared against the thresholds, possible sample types are:

RisingTrigger alarm when the first value is larger than the rising threshold.
FallingTrigger alarm when the first value is less than the falling threshold.
RisingOrFallingTrigger alarm when the first value is larger than the rising

threshold or less than the falling threshold (default).

Rising Threshold Rising threshold value (-2147483648-2147483647).
Rising Index Rising event index (1-65535).
Falling Threshold Falling threshold value (-2147483648-2147483647)
Falling Index Falling event index (1-65535).
Buttons

Add New Entry Click to add a new community entry.

Save Click to save changes.

Reset Click to undo any changes made locally and revert to previously saved
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values.

3.4.3.4 RMON Event

Configure RMON Event table on this page. The entry index key is ID.

RMON Event Configuration

| Delete | ID | Desc | Type | Community | Event Last Time |

‘ Add New Entry ‘ | Submit || Reset |

Figure 41 RMON Event table

Object Description
Delete Check to delete the entry. It will be deleted during the next save.
ID Indicates the index of the entry. The range is from 1 to 65535.
Desc Indicates this event, the string length is from O to 127, default is a null
string.
Type Indicates the notification of the event, the possible types are:

none: No SNMP log is created, no SNMP trap is sent.

log: Create SNMP log entry when the event is triggered.

snmptrap: Send SNMP trap when the event is triggered.

logandtrap: Create SNMP log entry and sent SNMP trap when the event

is triggered.

Community Specify the community when trap is sent, the string length is from O to

127, default is "public”.

Event Last Time Indicates the value of sysUpTime at the time this event entry last

generated an event.

Buttons

Add New Entry Click to add a new community entry.
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Submit Click to save changes.

Click to undo any changes made locally and revert to previously saved

Reset

values.

3.4.4 Network

3.44.1 NAS

This page allows you to configure the IEEE 802.1X and MAC-based authentication system
and port settings.

The IEEE 802.1X standard defines a port-based access control procedure that prevents
unauthorized access to a network by requiring users to first submit credentials for
authentication. One or more central servers, the backend servers, determine whether the
user is allowed access to the network. These backend (RADIUS) servers are configured on
the "Configurati on Y STheclEBEE80R.YXYstardard definesgpert-based
operation, but non-standard variants overcome security limitations as shall be explored
below.

MAC-based authentication allows for authentication of more than one user on the same port,
and doesn't require the user to have special 802.1X supplicant software installed on his
system. The switch uses the user's MAC address to authenticate against the backend server.
Intruders can create counterfeit MAC addresses, which makes MAC-based authentication
less secure than 802.1X authentication.

The NAS configuration consists of two sections, a system- and a port-wide.
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Figure 42 NAS configuration

System Configuration

Mode Indicates if NAS is globally enabled or disabled on the switch. If globally

disabled, all ports are allowed forwarding of frames.

Reauthentication If checked, successfully authenticated supplicants/clients are
Enabled reauthenticated after the interval specified by the Reauthentication
Period. Reauthentication for 802.1X-enabled ports can be used to detect
if a new device is plugged into a switch port or if a supplicant is no longer

attached.
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