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KY7LAND Preface

Preface

This manual mainly introduces the access methods and software features of SICOM3005A

industrial Ethernet switches, and introduces the Web configuration methods in detail.

Content Structure

The manual contains the following contents:

Main Content Explanation

1. Product Introduction U Overview

U Software Features

2. Switch access U View Type
U Access switch by Console port
U Access switch by Telnet

U Access switch by Web

3. Device Management U Reboot
U Logout
4. Device status U Basic Information

U Port Status

U Port Statistics

5. Basic configuration U IP address
U Device Information
U Port Configuration
i Change Password
U Software Update(FTP, TFTP)
U Upload & Download
6. LLDP
7. ARP

8. QoS configuration

9. Port Trunk

10. MAC Aging Time
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11. Port Rate
12. Redundant I DT-Ring Configuration
I RSTP/STP Configuration
I RSTP/STP Transparent Transmission
1 DRP
13. Multicast I GMRP
] Static FDB Multicast
1 IGMP Snooping
14. Diagnosis 1 Port Mirroring
] Link Check
0 Virtual Cable Tester
15. SNTP
16. Security ] SSH
1 Dotlx
1 Port Security
U AAA Configuration
0 TACACS+ Information
] SSL Configuration
17. VLAN 0 VLAN Configuration
1 PVLAN
I GVRP
18. RMON
19. Unicast Configuration
20. Alarm and Syslog 0 Alarm
] Syslog
21. SNMP 1 SNMP v2
1 SNMP v3
22. DHCP I DHCP server configuration

I DHCP Snooping
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0 Option82 configuration

Conventions in the manual

1. Text format conventions

Format Explanation

<> The content in < > is a button name. For example, click <Apply> button

[ The content in [ ] is a window name or a menu name. For example, click [File] menu item
{} The contentin { } is a group. For example, {IP address, MAC address} means that IP

address and MAC address are a group and they can be configured and displayed together

Y Mult-l evel menus are separated by "Y". For

Click [Start] menu, click the submenu [All programs], then click the submenu [Accessories].

/ Select one from two or more options that are separated by "/". For example "Add/Subtract"

means addition or subtraction.

~ It means a range. For example, "1~255" means a range from 1 to 255

2. CLI conventions

Format Explanation
Bold Commands and keywords, for example, show version, appear in bold font.
Italic Parameters for which you supply values are in italic font. For example, in the

show vlan vlan id command, you need to supply the actual value of vian id.

3. Symbol conventions

Symbol Explanation
The matters need attention during the operation and configuration, and it is a
Caution supplement to the operation content
N

4 Necessary explanations to operation contents

wore . NOte
The matters that call for special attention. Incorrect operation might cause data
~~~~~~~ Warning loss or damage to devices
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Product Documents

The documents of SICOM3005A Switching Serial Port Server include:

Document Description

SICOM3005A Switching Serial Port Describes the appearance, structure, hardware specifications,

Server Hardware Installation Manual and mounting and dismounting methods of SICOM3005A .

SICOMB3O005A Industrial Ethernet Introduces the switch software functions, Web configuration

Switches Web Operation Manual methods and steps of all functions.

SICOM3005A Serial Port Server Web | Describes the software functions, configuration methods, and

Operation Manual configuration steps of SICOM3005A Serial Port Server.

Document Obtainment

Product documents can be obtained by:
U CD shipped with the device.

0 Kyland website: www.kyland.com.
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KY7LAND Product Introduction

1. Product Introduction

1.1 Overview

The switch is green DIN-rail industrial Ethernet switches applied in the wind power,
distribution network automation, power, and intelligent transportation industries. The switch
supports IEC62439-6 and VCT. The Reset button allows one-touch recovery. The brilliant

performance of the switches satisfies the needs of many industries.

1.2 Software Features

This series switches provide abundant software features, satisfying customers' various

requirements.

U Redundancy protocols: RSTP/STP, DT-Ring, and IEC62439-6

U Multicast protocols: IGMP Snooping, GMRP, and static multicast

U Switching attributes: VLAN, PVLAN, GVRP, QoS, and ARP

0 Bandwidth management: port trunk, and port rate limiting

U Synchronization protocol: SNTP

0 Security: IEEE802.1X, TACACS+, SSH, SSL, port security, and AAA

U Device management: FTP/TFTP software update, FTP/TFTP file transmission, and log
recording and uploading

U Device diagnosis: port mirroring, LLDP, VCT, and link status detection

U Alarming: port alarm, power alarm, and ring alarm

U Network management: management by CLI, Telnet, Web, and Kyvision network

management software, and SNMP network monitoring
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Switch Access

2. Switch Access

There are some ways to access a switch.
0 Console port

u Telnet/SSH

U Web browser

U Kyvision management software

Kyvision network management software is designed by Kyland. Please refer to its user

manual for more information.

2.1 View Types

When logging into CLI (Command Line Interface) by Console port or Telnet, user can enter

different views or switch between different views by using different commands, as shown in

Table 1.
Table 1: View Switching
_ . _ _ Command for View
View Prompt View Type View Function
Switching
SWITCH> General mode U Show currently used Input "enable" to enter the
commands Privileged mode
U Show IP address
U Show software version
U View response information for
ping operation
SWITCH # Privileged mode | i Show switch configuration U Input "configure terminal”
information to switch from the
U Upload/download configuration Privileged mode to the
file Configuration mode;
U Upload/download log record U Input "exit" to return to the
U Restore default configuration General mode
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U View response information for
ping operation

U Restart the switch

U Save current configuration

U Software update

U Upload/download file through

xmodem protocol

SWITCH(config) | Configuration Configure all switch functional Input "exit" or "end" to return

# mode modules to the Privileged mode

When a switch is configured by command lines, "?" can be used to get command help. In the
help information, there are different parameter descriptions, for example, <1, 255> means a
number range; <H.H.H.H> means an IP address; <H:H:H:H:H:H> means a MAC address;
word<1l, 31> means a string range. Il n ghdhiasti on,

used commands.

2.2 Console Port Access

User can access a switch by its Console port and the hyper terminal of Windows system or

other software that supports serial port connection, such as HTT3.3. The following example

shows how to use the Console port and Hyper Terminal to access the switch.

1. Use DB9-RJ45 cable to connect the DB9 port of a PC and the switch Console port.

2. Run t he Hyper Ter mi nal i n Wi ndows deskto

[ Accessories] Y[Communications]FgJyredy per Ter mi n
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|7 Entertainment
I System Tools >
‘) Address Book

Administrator E Calculator g"], Wireless Network Setup Wizard
Command Prompt T >

& Network Connections
@ Network Setup Wizard
New Connection Wizard

2 Notepad
/ Internet ) My Documents B 3y
Internet Explorer w Paint
W E-mail KB litviEecentDocments ©) Program Compatibility Wizard
o Outlook Express @  Set Program Access and Defaults

i Remote Deskkop Connection
W2 windows Catalog @ Siihioniss

MSH "
v “ Windoivs Updats ﬁ Tour Windows XP

& Microsoft Update
Windows Media Plays

ﬁ Tour Windows %P I Games 4

- . @ Startup »
Files and Settings Tr.
Wizard é Internet Explorer

— MSN
Command Prompt »

@ Outlook Express

(L3 windows Explorer
(A wordpad

¢~ Remote Assistance

@ windows Media Player

All Programs . I@ WinRAR

Off 'O | Turn OFf Computer

*s Network Connections

74 start

Figure 1: Hyper Terminal

3. Create a new connection "Switch", as shown in Figure 2.

_+ Hew Connection - Hyper Terminal

: Mew Connection
Enter a name and choose an ican far the connechion:

[REER
| Switch |

lzon:

L Q. ” Cancel ]

Disconrected Mgt debect Sugto debect UM

Figure 2: New Connection

4. Connect a correct communication port, as shown in Figure 3.
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2 aa - Hyper Tarminal oy =]

Dk &5 OF o

E i it ot o phere ruriber that wou wark & dal

sl
At i

Phors rumbes
[—— 0 I

Lo [ comen |

| o] Agndetedt Mo densdt ]

Figure 3: Select communication port

Note:

To confirm communication port, please right click[MyComput er ] Y[ Property

[ Device Manager] Y[ Por t ] -usedconsntumicationpbrhe Cons ol

5. Serial port setting as shown in Figure 4. Bits per second (Baud rate): 115200; Data bits: 8;

Parity: None; Stop bits: 1; Flow control: None

CONA Propesties R
“Pont Settrge
Bs per second 115200 ~
Dwader 8 v
Paty Nore -
Swpter 1 v

o coront I

Lo J[ coes J[ 2w |

Cconemaned Ao detect Ao detect M

Figure 4: Port Setting

6. Click <OK> button to enter the switch CLI. Input password "admin" and press <Enter> to
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enter the General mode, as shown in Figure 5.

D&F & o5 &

Passwaorid:
Switch=

Cespnraed gty et oty gt Hee

Figure 5: CLI

2.3 Telnet Access

The precondition of accessing a switch by Telnet is the normal communication of PC and
switch.

1. Type "telnet IP address" in the RUN dialog box, as shown in Figure 6.

- Type the name of a program, folder, document, or
9 Inkernet resource, and Windows will apen it Far yau,

Open: |telnet 192. 168.0. 2 v|

[ (o] 4 H Cancel H Browse, .. ]

Figure 6: Telnet Access

Note:

= To confirm the switch IP address, please refer to "5.1 IP Address" to learn how to obtain the IP

address.

2. In the Telnet interface, input "admin” in User, and "123" in Password. Click <Enter > to log

in to the switch, as shown in Figure 7.

10
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[+

Uzer:admin

Passuord = *xx

Welcome To Telnet.

Figure 7: Telnet Interface

2.4 \Web Access

The precondition of accessing switch by Web is the normal communication of PC and

switch.

Note:

IE8.0 or a later version is recommended for the best Web display results.

MOTE

By default, HTTP protocol is used for Web login. If HTTPS protocol is used for login, please

refer to "16.6 SSL" for more details.

1. Input "IP address" in the browser address bar. The login interface is displayed, as shown
in Figure 8. Input the default user name "admin" and password "detmold". Click <Sign

in>.

11
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Layer 2 Switch [ial

User Mame ;| admin

Password opo|

[ zave the password

Serial Mumber : S30P 000 1K

System Name : SWITCH

Location . Chongxin Mansion Building, Xijing Road 3#, Shiji
ngshan District, Beijing

Contact : +B6-10-868796688

KYLAND TECHNOLOGY CO., LTD. All Rights Reserved 2013.

Figure 8: Web Login
The default setting is the English login interface. Click <é > button to change to the

Chinese login interface.

Note:

To confirm the switch IP address, please refer to "5.1 IP Address" to learn how to obtain the IP

address.

2. After the success of Web login, there is a navigation tree on the left of the interface, as

shown in Figure 9.

12
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4, KM ZLANZ  SICOM 3005A Web Management System X About Help Exit

B

4 Collapse | WExpand

[\ SICOM 3005A Web Managem: Rl Bk

* g Device Status Simplitylag Industcial Communlcation

+ M@ Basic Configuration
Y% LLDP

KYLAND
“4/QoS Configuration

“a|Port Trunk

Y4 MAC Aging Time

“alPort Rate | St RELR KRG N | www.kyland.com.cn
+ @ Redundancy
+ @ Multicast

+ @ Diagnosis
+ @ TIME
+- [ Security «%* The system comes with high-powered CPU processor
¥ a VLAN «* Lay-2 switching of high performance
+ @ RMON . : - ;
2 i A ** Security design atthe level of industry

+- @ Unicast Configuration . -
£ ! Klarm ** Offer four FE ports and two FX ports
+ M SNMP «* Support VLAN
+ @ DHCP «* IGMP Snooping

Y4 Serial-Card Management < Port Mirroring
+ ! Device Management «* Port Trunk

“a|Save Configuration «* DT-RING, DT-RING+, RSTP/STP redundancy protect mechanism

“a|Load Default <+ Port rate control

| | «* Used widely in various industry fields ||

KYLAND TECHNOLOGY CO., LTD . ALL RIGHTS RESERVED.

Figure 9 : Web Interface
You can expand or collapse the navigation tree by clicking <Expand> or <Collapse> on the
top of the navigation tree. You can perform corresponding operations by clicking [Save
Settings] or [Load Default] in the top menu. In the upper right corner, you can click <é  >to

switch to the Chinese interface and <Logout> to exit the Web interface.

Caution:
After you have restored the default settings, you need to restart the device to make settings

take effect.
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3. Device Management

Click [ Devi ce Rdaao]dLogoutieYou chnYrgboot the device or exit the Web
interface. Before rebooting the device, you need to save the current settings as required. If
you have saved the settings, the switch automatically configures itself with the saved
settings after restart. If you have not saved any settings, the switch restores the factory

default settings after restart.
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4. Device Status

4.1 Basic Information

The switch basic information contains MAC address, SN, IP address, subnet mask, gateway,

system name, device model, software version, BootROM version, as shown in Figure 10.

Item Infarmation
MAC Address 00-15-TE-0A-40-80
SN S0P 000 O
IP Address 192.168.0.222
Subnet Mask 255.255.255.0
GateWay 192.168.0.1
System Mame SWITCH
Cevice Model SICOM3005A
Software Version RO001 (2014-7-11 19:54)
BootRom Version V2.1.18 (2014-4-4 10:59)

Figure 10: Switch Basic Information

4.2 Port Status

Port status interface can automatically display port number, port type, administration status,

link status, speed, duplex, flow control, as shown in Figure 11.

Paort Type Administration Status Link Speed Duplex Flow Control

1 FE Enahle Down —_ —_ —_

i FE Enable Down - - -

3 FE Enahle Down —_ —_ —_

4 FE Enahle Lp 100M Full-Duplex Off

5 Fx Enable Diown - - -

i] FX Enahle Down —_ —_ —_
3-CH | 3-CH Enahle Lp 100M Full-Duplex Off

Figure 11: Port Status
Port
Show port number printed on the switch front panel
Type
FE: 10/100Base-TX RJ45 port
FX: 100Base-FX port

S-CH is a serial port that adopts an RJ45 interface. It is used to manage internal serial port
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cards. The S-CH port is not used to transmit protocol packets. Some functions, including
VLAN, QoS, port rate, port mirroring, and static FDB multicast can be configured through the
S-CH port and other functions cannot be configured through it.

Administration Status

Show the administration status of ports

Enable: the port is available and permits data transmission

Disable: the port is locked without data transmission

Link

Show the link status of ports

Up: the port is in LinkUp state and can communicate normally

Down: the port is in LinkDown state and cannot communicate normally

Speed

Show the communication speed of LinkUp ports

Duplex

Show the duplex mode of LinkUp ports

Full-duplex: the port can receive and transmit data at the same time

Half-duplex: the port only receives or transmits data at the same time

Flow Control

Show the flow control status of LinkUp ports.

Note:

Please refer to "5.3 Port Configuration" for the details of duplex and flow control.

4.3 Port Statistics

The Port Statistics interface displays the number of bytes and packets that each port sends,
and the number of bytes and packets that each port receives, CRC errors, and the number

of packets whose lengths are less than 64 bytes, as shown in Figure 12.
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] Al Port Type Bytes Sent Fackets Sent Bytes Received Fackets Received CRC Error Packets 64 bytes
0 1 FE 0 0 ] 0 0 0
O 2 FE 0 0 0 0 0 0
O 3 FE i i 0 i i i
O 4 FE 759144 1835 2273575 27670 0 0
O 5 Fi i i 0 i i i
O g Fi 0 0 0 0 0 0
O S-CH | S-CH 2107159 26472 20400 200 0 0

Figure 12: Port Statistics

You can click <Clear> to restart statistics collection.
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5. Basic Configuration

5.1 IP Address

1. Show switch IP address by using Console port
Use Console port to log into switch command line interface, input "show interface"
command in the General mode to check the switch IP address. As Figure 13 shows, the IP

address is circled in red.

“& aa - HyperTerminal
File Edit Wiew Call Transfer Help

SHITCH>show interface |
marfec {unit number B):
Flags: (0x8063) UP BROADCAST MULTICAST ARP RUNMNING

Tupe - ETHERNET CSHACD
ternet address: 192.168.0.
Hetmask O ubnetmask Bxffffffog
Net OxcBa80000 Subnet BOxcBa80000
Mac /200.0000.00aa
lo {unit number B):
Flags: (0x8069) UP LOOPBACK MULTICAST ARP RUNNING
Tupe: SOFTWARE_LOOPBACK
Internet address: 127.0.0.1
Hetmask BxffO0BB00 Subnetmask OxfTBABBOG
Het Ox/f00000Q Subnet Ox7}TBBBOOO

SHITCH>_

< >
Connected 0:14:39 Auto detect UM

Figure 13: Show IP Address
2. IP address configuration
Switch IP address and gateway can be manually or automatically configured. As Figure 14
shows, when "Auto IP Configuration™ is disabled, the switch IP address and gateway need to
be manually configured; when "Auto IP Configuration" is enabled, switch can automatically
obtain an IP address by DHCP protocol and there must be a DHCP Server in the network to
assign IP addresses, subnet mask addresses and gateway addresses to clients. For more

details, please refer to "22.1 DHCP Server Configuration”.
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MAC Address 00-72-74-79-71-75
Auto IP Configuration ® Disable O DHCP Client IP
IP Address 192. 168. 1.3

Suknet Mask 25h, 265, 265, 0

GateWay 192,168, 1.4

| Lpply | | Help |

Figure 14: IP Address

Caution:

U IP address and gateway must be in the same segment, otherwise, the IP address cannot

be modified.

U For this series switches, the change in IP address will take effect immediately after

modification without the need of reboot.

5.2 Device Information

Device information includes the project name, switch name, location and contact, as shown

in Figure 15.

Project Mame |PRINANME

Switch Mame | SWITCH
Location Chongzin Manzion Building, ¥ijing Eoad 3#, 3hijingshan Distri

Contact +86-10-58TOE888E

| Applsy | | Help |

Figure 15: Device Information
Project Name
Configuration range: 1~64 characters
Switch Name
Configuration range: 1~32 characters

Location

Configuration options: character/Chinese character
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Configuration range: 1~255 characters (One Chinese character occupies two characters)
Contact
Configuration options: character/Chinese character

Configuration range: 1~32 characters (One Chinese character occupies two characters)

5.3 Port Configuration

Port configuration can configure port status, port speed, flow control and other information,

as shown in Figure 16.

Port | Type Administration Status Operation Status Auto Speed Duplex Flow Contral
1| FE @Enable O Disable ®Enable O Disable @ Enable O Disable 101 1001 Half  Full @off Oon
2 | FE @Enable O Disable @Enable O Disable @ Enable O Disable 10 1000 Half  Full ®or Con
3| FE ®Enable O Disable ® Enable O Disable ® Enable O Disable 101 1001 Half  Full ®off Qon
4 | FE @Enable O Disable @Enable O Disable @ Enable O Disable 10 1000 Half * Full ®or Con

FX @Enable O Disable @ Enable O Disable Enable © Disahle 101 1001 Half = Full @ off Con
6| FX @Enable O Disable @ Enable O Disable Enable * Disable 101 1001 Half = Full @ off Oon

Figure 16: Port Configuration
Administration Status
Configuration options: Enable/Disable
Default: Enable
Function: Enable means that the port is open and permits data transmission; Disable means
that the port is blocked without data transmission. This option can directly disable the port in
hardware and trigger port alarms. When it is disabled, the port's operation state cannot be
set.
Operation Status
Configuration options: Enable/Disable
Default: Enable
Function: configure the port operation state.
Explanation: The port is disabled by protocols.
Auto
Configuration options: Enable/Disable
Default: Enable

Function: configure the auto-negotiation status of ports
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Function: When Auto is enabled, the port speed and duplex mode will be automatically
negotiated according to port connection status; when Auto is disabled, the port speed and

duplex mode can be configured by user.

Caution:

100Base-FX ports are forced to disable auto-negotiation.

Speed

Configuration options: 10M/100M

Function: forced port speed

Explanation: When the Auto is disabled, the port speed can be configured by user.
Duplex

Configuration options: Half/Full

Function: configure the duplex mode of ports

Explanation: When the Auto is disabled, the port duplex mode can be configured by user.

Caution:
U 10/100Base-TX ports can be configured to auto-negotiation, 10M&full duplex, 10M&half
duplex, 100M&full duplex, 100M&half duplex.

U 100Base-FX ports are forced to 100M&full duplex.

Users are advised to enable auto-negotiation for each port to avoid the connection problems
caused by mismatched port configuration. If users would like to force port speed/duplex
mode, please make sure the same speed/duplex mode configuration in the connected ports
at both ends.

Flow Control

Configuration options: Off/On

Default: Off

Function: Open/Close flow control function in the designated port.

Explanation: Once the flow control function is enabled, the port will inform the sender to slow

the transmitting speed to avoid packet loss by algorithm or protocol when the port-received
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flow is bigger than the size of port cache. For the devices working in different duplex mode
(half/full), their flow control is realized in different ways. For the device working in full duplex
mode, the receiving end will send a special frame (Pause frame) to inform the sending end
to stop sending messages, when the sender receives the Pause frame, it will stop sending
messages for a period of "wait time" carried in the Pause frame and continue sending
messages once the "wait time" ends. For the device working in the half duplex mode, it
supports back pressure flow control. It is that the receiving end intentionally creates a conflict
or a carrier signal, when the sender detects the conflict or the carrier wave, it will take

Backoff to postpone the data transmission.
5.4 Change Password

Users can change the password for the "admin™ account, the password is 1~32 characters.

The operation is shown in Figure 17.

ser Mame admin

Old Password | eesssss

Mew Password |ees

Canfirm Password ees

| LApplsr | | Help |

Figure 17: Change Password

5.5 Software Update

Switch can obtain more performances by software update. For this series switches, software
updates contains BootROM software version update and system software version update.
First, update the BootROM software version, and then update the system software version. If
no change in the BootROM version, users can only update the system software version.

The software version update needs FTP/TFTP server.
5.5.1 Software Update by FTP

Install an FTP server. We will use WFTPD software as an example to introduce FTP server
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configuration and software update.

1.Click [Security] VY[ Users/rights] to open Us e
button to create a new FTP user, as shown in Figure 18. Create a user name and

password, for example, user name "admin”, and password "123", click <OK>.

El"Ho log file open — WFTIFD

File Edit VYiew Logging Messzazez Security Help

Oser / Rights Security Dialog

User Mame: Iadmin ;I Done |

Uzer ...

Mew User... | Delate | Change Pasz... |

Haorme Directony: I [ Restricted to home
Help | Rights > |

Change Pazzword rx |

New Pazsword: I““

k. I
C |
Werity Pagzword: I““’1 il

Help |

For Help, press F1 |1 socket |I] Users | |NUM| ﬁ

Figure 18: Create a new FTP user
2. Input the storage path of the update file in the space of "Home Directory”, as shown in

Figure 19, click <Done>
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EY" Ho log file open — WEFTIPD

Uzer / Rights Security Dialog &|
Uszer Mame: |admin j
User ..
MNew User... ‘ Delete | Change Pass... |

Hame Directory:  |F-\test-version I Restricted to home
Help Rights »»

For Help, press F1

1 socket |0 users NUM

Figure 19: File storage path

3. To update the BootROM software, input the following command in the Privileged mode.

Switch#update ftp-mode bootrom File_name Ftp_server_ip_address User_name

Password

Table 2 lists the parameter descriptions.

Table 2: Parameters for BootROM Update by FTP

Parameter

Description

File_name

Name of the BootROM version

Ftp_server_ip_address

IP address of the FTP server

User_name

Created FTP user name

Password

Created FTP password

4. Figure 20 shows the software update page. Enter the IP address of the FTP server, file

name (on the server), FTP user name, and password. Click <Apply>.
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Update Mode ® Fip Mode O Thp Mode

Server IP Address | 192, 168. 0. 23

File Mame SICOM3009.-TOOOE, bin

lser Mame admin

Passwaord T

|H1:lpl}f | | Help |

Figure 20 Software Update by FTP

-

a Warning:

2 The file name must contain an extension. Otherwise, the update may fail.
WARNINE

5. Make sure the normal communication of FTP server and switch, as shown in Figure 21.

E"Ho log file open — ¥WFTIPD

File Edit ¥iew Loggzing Messzages Security Help

[L 0034] 08/25/11 17:41:06 Connection accepted from 192.168.99.43

[C 0034] 08/25/11 17:41:06 Command "USER admin" received

[C 0034] 08f25/11 17:41:06 PASSword accepted

[L 0034] 08/25/11 17:41:06 User admin logged in.

[C 0034] 08f25/11 17:41:06 Command 'TYPE I received

[C 0034] 08f25/11 17:41:06 TYPE setto I N

[C 0034] 08f25/11 17:41:06 Command "PASY" received

[C 0034] 08f25/11 17:41:06 Entering Passive Mode [192,168,99,23.4.183)

[C 0034] 08f25/11 17:41:06 Command "RETR SICOM3009A-R0001.bin" received
[C 0034] 08f25/11 17:41:06 RETRiewve started on file SICOM3009A-R0001.bin

[C 0034] 08f25/11 17:41:18 Transfer finished

[G 0034] 08/25/11 17:41:18 Got file DAWMSOFTVSICOM30094-RO0011SICOM3009A-R0001 .bin
[C 0034] 08f25/11 17:41:18 Command "QUIT" received

[C 0034] 08/25/11 17:41:18 QUIT or close - user admin logged out

For Help, press F1 1 socket |0 users

Figure 21: Normal communication of FTP server and switch

Caution:
To display update log information as shown in the preceding figure, you need to click

[Logging] Y[Log Option] in WFTPD and select
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displayed.

6. Wait for the update to complete, as shown in Figure 22.

Result

The software is updating, do not cut off power supply ar proceed any other
operations.
please wait 3-4 minutes...

Figure 22: Wait for update to complete
7. When update completes as shown in Figure 23, please reboot the device and open the

Basic Information to check if update succeeded and the new version is active.

Result

The software is upgraded successfully

Figure 23: Successful software update by FTP

Warning:

-
|

U In the software update process, keep the FTP server software running.

WARMINE

U When update completes, reboot the device to activate the new version.

0 If update fails, do not reboot the device to avoid the loss of software file and the switch

cannot be started normally.
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5.5.2 Software Update by TFTP

Install TFTP server. We will use TFTPD software in this example to introduce TFTP server

configuration and software update, as shown in Figure 24.

" Tftpd32 by Ph. Jounin

Current Directory |I::"~D|:u:uments and Settings‘«.ﬁ.dministreﬂ Browse

Server interface | 192 168.0 .23 ﬂ Showw Dir

Titp Server l Titp Elient] DHCP sewer] Syzlog sewer] DS sewer] 1)k

peer file ghart hme | progress

press—— REar | Setlings | Help |

Figure 24: TFTP server configuration

1. In Current Directory, choose the storage path of the update file on server; input the server

IP address in Server interface.

2. To update the BootROM software, input the following command in the Privileged mode.

Switch#update tftp-mode bootrom File_name Tftp_server_ip_address

Table 3 lists the parameter descriptions.

Table 3: Parameters for BootROM Update by TFTP

Parameter

Description

File_name

Name of the BootROM version

Tftp_server_ip_address

IP address of the TFTP server

3. As Figure 25 shows, input TFTP server IP address, file name on server, click <Apply>

button, and wait for update to complete.
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Update Mode C FtpMode @ Titp Mode
Server IP Address |192. 168. 0. 23 |

File Mame |SICO]‘|‘[3EIEIE|P;—TEIEIDB.bin

ser Mame |

Fasswaord

Figure 25: Software update by TFTP

Caution:
If software is updated by TFTP, there is no need of user name and password.

CAUTION

4. Make sure the normal communication of TFTP server and switch, as shown in Figure 26.

. Iftpd32 by Ph. Jounin =B

Curent Directory | D:\wMsoftnSICOM300%4-R0001 | Erowse |
Server interface |-| 92 168.0 .23 ;I Shiow Dir |

Thp Server | Titp Clisnt | DHCP server | Syslog server | DNS server | A

pEET | file | gtart time | prugress|
192168.99163:1024  «<SICOM30094- .. 18:01:54 46% £

= STCON3NN9A-—ERO001. bin t...

File size : 8674400
4029952 Bytes sent 183179 Byteszec

[

.

About I Settings | Help |

Figure 26: Normal communication of TFTP server and switch

5. Wait for the update to complete, as shown in Figure 27.
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Result

The software is updating, do not cut off power supply or proceed any other
operations.
please wait 3-4 minutes...

Figure 27: Wait for update
6. When update completes as shown in Figure 28, please reboot the device and open the

Basic Information to check if update succeeded and the new version is active.

Result

The software is upgraded successfully!

Figure 28: Successful software update by TFTP

—

Warning:

mmw! (| |n the software update process, keep the TFTP server software running.
U When update completes, reboot the device to activate the new version.
U If update fails, do not reboot the device, so as to avoid the loss of software file and the

switch cannot be started normally.

5.6 Upload & Download

Configuration backup function can save current switch configuration files on the server.
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When the switch configuration is changed, users can download the original configuration
files from the server to switch by FTP/TFTP protocol.

File uploading is to upload the switch configuration files to the server and save them to *.doc
and *.txt files. File downloading is to download the saved configuration files from the server

to switch, as shown in Figure 29 to Figure 32.

Caution:
After configuration file is downloaded to the switch, you need to restart the switch to make the

CAUTION

configuration take effect.

Transfer Mode ® Fitp Mode O Titp Mode

Function Selection | & Upload File to PC O Download File to Switch O Download help file

Server IP Address 192, 168. 0. 23 |
File Name \config. txt |
User Mame |admin |
Password (11

Figure 29: Configuration file upload in FTP mode

Transfer Mode @ FtpMode O Tip Mode

Function Selection | O Upload Fileto PC @ Download File to Switch O Download help file

Server IP Address 182, 168, 0. 23 |
File Mame ||:|:|nfig. txt |
User Mame |admin |
Fasswaord (1T

Figure 30: Configuration file download in FTP mode
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O Ftp Mode

® Tip Mode

® Upload File to PC O Download File to Switch O Download help file

|192. 168. 0. 23

|cnnfig.txt

Figure 31: Configuration file upload in TFTP mode

O Ftp Mode

® Tip Mode

O Upload File to PC ® Download File to Switch O Download help file

|192.168.D.23

|cunfig.txt

Figure 32: Configuration file download in TFTP mode
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6. LLDP

6.1 Introduction

LLDP (Link Layer Discovery Protocol) provides a standard Link layer discovery method,
which can encapsulate the main capabilities, management address, device identifier,
interface identifier and other information of the local device into LLDPDU (Link Layer
Discovery Protocol Data Unit), and then send the LLDPDU to its connected neighbors. Once
the neighbors receive the information, they will save them in their MIB for the future query

and link status judgment by the network management system.

6.2 Web Configuration

1. Enable LLDP protocol, as shown in Figure 33.

LLDP {(¥) Enable (O Disable

Figure 33: Enable LLDP

LLDP

Configuration options: Enable/Disable

Default: Enable

Function: Enable/Disable LLDP protocol.

Explanation: If LLDP is enabled, the switch will send LLDP messages to its neighbor devices,
meanwhile, receive and process the LLDP messages from the neighbor devices. If LLDP is
disabled, the switch neither sends nor processes LLDP messages.

Once LLDP protocol is enabled, LLDP information can display the information of the
neighbor device, including the connected local port on the switch and the remote port on the
neighbor device, the IP address, MAC address, System name(Switch Name) and system

description(Device Model) of the neighbor device, as shown in Figure 34.
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LLOP Information

Local Port |Remote Port Meighbor IP Meighbor MAC  Remote System MameRemote System Description
Fort_2 Fort_1 192.168.0.222 00-15-7e-0a-40-80] SWITCH SICOM3005A
Figure 34: LLDP information
Caution:

LLDP information can be displayed only after LLDP protocol is enabled in both connected

devices. This protocol is the link layer discovery protocol and it is enabled by default.
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7. ARP

7.1 Introduction

ARP (Address Resolution Protocol) uses address request and response mechanism to
resolve the mapping relationship of IP address and MAC address. The switch not only can
dynamically learn the IP address-and-MAC address mapping relationships of other hosts
that are in the same segment with the switch, but also can configure static ARP entries to
specify the fixed mapping relationships of IP and MAC addresses. Dynamic ARP entries
need periodic aging to ensure the consistency between entries and the practical
applications.

This series switches not only provide layer 2 switching function, but also support ARP
function to realize the IP address resolution of other hosts that are in the same segment with
switches, achieving intercommunication with the network management system and other

management hosts.

7.2 Explanation

ARP entries are divided to dynamic ARP entries and static ARP entries.

Dynamic entries are automatically generated and maintained by the exchange of ARP
messages, and they can be aged and renewed by new ARP messages and covered by
static ARP entries.

Static entries are manually configured and maintained, and cannot be aged and covered by
dynamic ARP entries.

Max 512 ARP entries are supported, along with max 256 static entries. When the number of

ARP entries exceeds 512, the new entry will cover the old dynamic entry.

7.3 Web Configuration

1. Configure ARP aging time, as shown in Figure 35.
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ARP Aging Time

ARF Aging Time 20 (10-60min}

Figure 35: Configure aging time

ARP Aging Time

Configuration range: 10~60min

Default: 20min

Function: configure ARP aging time.

Explanation: The ARP aging time begins once a dynamic ARP entry adds into the address
table. When the time ends, this dynamic entry will be deleted from the table.

2. Configure static ARP address entry, as shown in Figure 36.

ARP Address Configuration

IP address 192, 168. 0. 12

MAC address ea—23-4T-83-84-05

Figure 36: Configure static ARP entry
ARP address
Group configuration: {IP address, MAC address}
Configuration format: {A.B.C.D, HH-HH-HH-HH-HH-HH} (H is a hexadecimal number)

Function: configure static ARP address resolution entry.

Caution:

U The IP address set in the static ARP entry must be in the same segment  with the switch
IP address.

U When the switch IP address is set in the static ARP entry, the system will automatically
correspond to the switch MAC address.

U Generally, switch can automatically learn ARP entries without the need of static entry

configuration by the administrator.
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3. Show or delete ARP address entry, as shown in Figure 37.

ARP Address List

Index IF address MAC address Flags
O 192 168.0.5 00-E0-CD-31-71-02 dynarmic
O 192 168.0.6 00-1E-CD-00-00-11 dynamic
O 192 168.0.12 EA-23-47-83-84-95 static
O 192.168.0.23 44-37-EG-88-GE-20 dynamic

ARP address

Figure 37: ARP address mapping table

Group displaying: {IP address, MAC address, Flags}

Function: show ARP entries, including static and dynamic entries.

Method: Select a static entry and click <Delete> to delete this entry.

Caution:

Dynamic ARP entries cannot be deleted.
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8. QoS Configuration

8.1 Introduction

QoS (Quality of Service) is a mechanism that utilizes flow control and resource allocation to
offer different services to multi traffics that have different demands on the limited bandwidth
in the IP network, according with the transmission features of different traffics as far as
possible, reducing network congestion and minimizing the influence of network congestion
on the high priority traffics.

QoS mainly concerns traffic identification, congestion management and congestion
avoidance. They mainly complete the following functions:

Traffic identification: identity objects according to certain matching rules, such as the priority
identifier in the message, the remarked priority based on port and VLAN, and so on. Traffic
identification is the premise of QoS.

Congestion management: an indispensable measure to solve resource competition.
Generally, it is to put messages in queues for caching, and use certain scheduling algorithm
to arrange the message forwarding sequence, so as to guarantee the top forwarding priority
of key traffics.

Congestion avoidance: excessive congestion will damage network resources. Congestion
avoidance supervises the usage of network resources. When it is found that the congestion

has aggravated, the messages will be dropped to adjust flow, solving the network overload.

8.2 Principle

Each port of this series switches has 4 caching queues (0, 1, 2, and 3) and the priority
gradually increases. When a frame arrives at a port, it will be stored in a queue according to
the mapping relationship of the queue and the priority value.

This series switches support three types of queue mapping modes: port, DSCP, and 802.1p.
U If the Ingress Type of a port is set to Port, the port default priority determines a queue to

save a message. The mapping relationship of port default priority and queue is consistent

37



KY7LAND QoS Configuration

with that of 802.1p priority and queue.

DSCP value depends on the ToS/DSCP part of the message. The mapping relationship of
this priority and queue can be configured.

If the message is a tagged message, 802.1p value depends on the priority of 802.1Q Tag
in the message. When the message is an untagged message, 802.1p value depends on
the port default priority. The mapping relationship of 802.1p priority and queue can be

configured.

When ports forward data, the scheduling mode determines how to schedule data in four

gueues and bandwidth occupied by each queue. This series switches support two types of

QoS queue scheduling modes: WRR (Weighted Round Robin) and SP (Strict Priority).

i

WRR scheduling mode is to schedule data streams according to the weight ratio. The
bandwidth is allocated to each queue according to the weight ratio and mode bandwidth
is allocated to the queue with high weight ratio.

SP mode can strictly guarantee the preferential forwarding of the high priority messages
and mainly used for the transmission of sensitive signals. Once a frame adds into the
high priority queue, the SP mechanism stops the scheduling of low priority queue and
processes the data in the high priority queue. Only when the high priority queue is empty,

it starts processing data in the lower priority queue in turn.

8.3 Web Configuration

1.

QoS port configuration, as shown in Figure 38.
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Port Configure
Fort | Type Ingress Tvpe Egress Type
1 FE ®prot  Osozi1Pr O DSCP ®sp OWRR
2 FE Oprot ®goz1r O pscP ®sr OWRR
3 FE COprot ®soz1r O DscP ®spr OWRR
2 FE Crot Osozir @ pscP ®sp OWRR
5 Fi OpPot  ®go21P O DSCP OspP @WRR
5 | Fx COpPot  ®s021r O DSCP ®sr OWRR
S-CH | 5-CH Oprot  ®sg021P O DSCP ®sp OWRR

SP: Strict Priority  VWRR: Weight Round Robin 8:4:2:1

Figure 38: QoS Port Configuration
Ingress Type
Configuration options: Port/802.1P/DSCP
Default: 802.1P
Function: configure the port priority mapping mode.
Explanation: Select only one type of priority mapping mode for each port.
Egress Type
Configuration options: SP/WRR
Default: SP
Function: configure the scheduling mode for a port.
Explanation: SP is to preferentially process the data in the high priority queue; WRR is that
different queues have different weight configuration. This series switches adopts the fixed
weight ratio: queue 3, 2, 1, 0 correspond to the weight ratio of 8:4:2:1.
2. Configure the mapping relationship of 802.1p priority/port priority to queue, as shown in

Figure 39.

8021P Priority  0~7

Fricrity 0 1 2 3 4 5 ] 7

Queue|l:l v||EI v||1 v||1 v||2 v||2 v|| 3 v|| 3 v|

Figure 39: 802.1p priority-queue mapping table
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802.1P Priority 0~7

Group configuration: {Priority, Queue}

Configuration range: {0~7, 0~3}

Default: priority 0 and 1 map to queue 0; priority 2 and 3 map to queue 1; priority 4 and 5

map to queue 2; priority 6 and 7 map to queue 3;

Function: Map 802.1P priority/port priority to queue

3. Configure the mapping relationship of DSCP priority to queue, as shown in Figure 40.

DSCP Priority  0-63

DSCP Priority 0~63

Group configuration: {Priority, Queue}

Configuration range: {0~63, 0~3}

Figure 40: DSCP priority-queue mapping table

D3CP Ciueus DSCP Qiueue DSCP Queue DSCP Queue
] 0 w 16 1 w 32 2 W 45 3 w
1 1] L 17 1 L 33 2 w 40 3 w
2 1] L 18 1 L 24 2 w g0 3 L
3 0 w 18 1 A 35 2 w 51 3 w
4 D | » 20 1 v 36 2w 52 3 |+
5 0 w 21 1 w ar 2 W 53 3 w
] 1] L 22 1 w el 2 L 54 3 w
7 0w 23 I 39 2w 55 3 |w
8 0 w 24 1 w 40 2 w il 3 w
] 0 w 25 1 W 41 2 W 57 3 W
10 D |» 26 R 42 2w 58 I e
ik 0 = 27 1w 43 2 = 59 3 |w
12 D |« 28 1 v 44 2 % 60 I |
13 0 | 29 1 v 45 2w 61 3w
14 0 w 30 1 w 45 2 W 62 3 w
15 0w 1 1w 47 2 |~ 63 3

Queue = 0--LOWEST, 1--SECLOW, 2--SECHIGH, 3--HIGHEST

Default: priority 0~15 maps to queue O; priority 16~31 maps to queue 1; priority 32~47 maps

to queue 2; priority 48~63 maps to queue 3;

Function: Map DSCP priority to queue
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8.4 Typical Configuration Example

As Figure 41 shows, port 1, 2, 3, 4 forward messages to port 5. Among them, the default
priority of port 1 is 6 and the port 1 received messages are mapped to queue 3; the port 2
received messages carry an 802.1P priority of 2 and are mapped to queue 1; the port 3
received messages carry a 802.1P priority of 4 and are mapped to queue 2; the port 4
received messages carry a DSCP priority of 6 and are mapped to queue 3; port 5 adopts
WRR scheduling mode.

Switch configuration steps:

1. Set the ingress type of port 1 to "Port", the ingress type of port 2 and port 3 to "802.1P"
and the ingress type of port 4 to DSCP; set the egress type of port 5 to WRR, as shown in
Figure 38.

2. Respectively map the 802.1P priority 2, 4 and 6 to queue 1, 2 and 3, as shown in Figure
39.

3. Map the DSCP priority 6 to queue 3, as shown in Figure 40.

Port 1
Port — o]
Port 2
802. 1p —————» Port 5
Port 3 Switch jb—movo-u-p
802. 1p or
Port 4

AP —47 ¥

Figure 41: QoS configuration example
The messages from port 1 and port 4 add into the queue 3; the messages from port 2 add
into the queue 1; and the messages from port 3 add into the queue 2. Then according to the
corresponding relationship between queue and weight ratio, (the weight ratio of queue 1 is 2;
the weight ratio of queue 2 is 4; the weight ratio of queue 3 is 8), we learn that the bandwidth
ratio allocated to the messages in queue 1 is 2/(2+4+8); the bandwidth ratio allocated to the
messages in queue 2 is 4/(2+4+8); the bandwidth ratio allocated to the messages in queue 3
is 8/(2+4+8). Besides, the messages from port 1 and port 4 all enter the queue 3, so they are

forwarded based on the rule of "First come, First go", but certainly the total bandwidth ratio
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allocated to the messages from port 1 and port 4 must be 8/(2+4+8).
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9. Port Trunk

9.1 Introduction

Port trunk is to bind a group of physical ports that have the same configuration to a logical
port. The member ports in a Trunk group not only can share the flow to, but also can become

a dynamic backup of each other to enhance the connection reliability.

9.2 Implementation

As Figure 42 shows, three ports in Switch A aggregate to a Trunk group and the bandwidth
of the Trunk group is the total bandwidth of three ports.

@ Switch A

Link aggregation ——»(] D

@ Switch B

Figure 42: Port Trunk

When Switch A would like to transmit a flow to Switch B via the link aggregation, the trunk
group in Switch A will conduct flow allocation algorithm according to the way of flow sharing,
then one member port will be selected to transmit the flow according to the algorithm results.
If a failed connection occurs in one port in the trunk group, the flow borne by this port will be

allocated to other normally connected ports by flow allocation algorithm again.
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9.3 Explanation

Port Trunk and the following port operations are mutually exclusive:

i

The mutual exclusion of Port Trunk and port redundancy protocol. A port joining Trunk
group cannot be configured to a redundancy port, while a redundancy port cannot join a
Trunk group.

The mutual exclusion of Port Trunk and port multicast protocol. A port joining a Trunk
group cannot enable a multicast protocol, while a multicast protocol-enabled port cannot
join a Trunk group.

The mutual exclusion of Port Trunk and port GVRP mode configuration. A port joining a
Trunk group cannot enable GVRP mode, while a GVRP mode-enabled port cannot join a
Trunk group.

The mutual exclusion of Port Trunk and port unicast configuration. A port joining a Trunk
group cannot be added into a static unicast entry, while a port added into a static unicast
entry cannot join a Trunk group.

The mutual exclusion of Port Trunk and DHCP Snooping Trust-Port. A port joining Trunk
group cannot be set to a Trust-Port, while a Trust-Port cannot join a Trunk group.

The mutual exclusion of Port Trunk and Port mirroring. A port joining Trunk group cannot
be set to a mirror source/destination port, while a mirror source/destination port cannot

join a Trunk group.

Caution:

A port can only join one Trunk group.

9.4 Web Configuration

1.

Select the port trunk mode, as shown in Figure 43.

| Port Trunk Mode | OXOR @ HASH

Figure 43: Port Trunk Mode Setting
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Port Trunk Mode

Configuration options: XOR/HASH

Default: HASH

Function: set port trunk mode

Explanation: Port Trunk Mode determines the way of flow sharing of Trunk Group.

2. Set Trunk group, as shown in Figure 44.

Trunk 1D 1
Fort 1 Z 3 4 a G
Type FE FE FE FE Fix Fix
Select O O []
| Applw | | Help |

Figure 44: Trunk Group Configuration
Trunk ID
Configuration range: 1 to 16
Function: Set the Trunk Group ID
Explanation: The series switches support max 16 trunk groups and each trunk group
supports max four member ports.

3. Show Trunk group list, as shown in Figure 45.

Trunk List
trunk-1
trunk-2

| 4dd | | Help |

Figure 45: Trunk Group List

Click a Trunk group in the list shown in Figure 45 to check group members, modify Trunk

group configuration and delete Trunk group, as shown in Figure 46.
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Trunk ID
Port 1 2 3 4 5 a]
Type FE FE FE FE Fx Fx
Select O l O
|Appl}r| | Delete | | Cancel | | Help |

Figure 46: Detailed configuration of Trunk Group

Modify the members of Trunk group (Add new ports or delete the existing ports). Click

<Apply> to activate the changes; click <Delete> to delete the Trunk group.

9.5 Typical Configuration Example

As Figure 42 shows, three ports (port 1, 2, 3) of Switch A respectively connect to three ports

(port 1, 2, 3) of Switch B to form a Trunk Group 1, so as to realize the flow sharing between

the ports.

Switch configuration steps:

1.

shown in Figure 44.

shown in Figure 44.
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10. MAC Aging Time

10.1 Introduction

Each port of a switch has the function of auto-learning addresses. That is to learn the source
address of the port-received frame, including source MAC address and switch port number,
and store it in the address table. Aging time starts once the dynamic address adds into the
address table. If all switch ports do not receive the frame with this source address within
once to twice aging time, the address will be deleted from the dynamic forwarding address

table. Static MAC address table is not affected by the aging time.

10.2 Web Configuration

Configure MAC Aging Time, as shown in Figure 47.

MAC Aging Time(s) 300 {(15-2600)

Figure 47: MAC Aging Time
MAC Aging Time
Configuration range: 15~3600s
Default: 300s
Explanation: this value must be a multiple of 15. Users can adjust the aging time according

to the specific situation to effectively implement the MAC aging function.
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11. Port Rate

11.1 Introduction

Port rate configuration is to limit the amount of port-received/transmitted messages and drop

the data that is over the limitation. Ingress ports limit the rate of the selected messages,

while egress ports limit the rate of all messages.

The rate limitation of five types of messages in ingress ports:

0 Unknown Unicast Frame (UUF): the message whose destination MAC address has not
been learned or has not been statically added.

0 Unknown Multicast Frame (UMF): the message whose destination MAC address has not
been statically added or has not been learned by IGMP Snooping and GMRP.

0 Broadcast Frame (BF): the message with the destination MAC address of
FF:FF.FF.FF.:FF.FF.

0 Multicast Frame (MF): the message whose destination MAC address has been statically
added or has been learned by IGMP Snooping and GMRP.

0 Unicast Frame (UF): the unicast message whose destination MAC address has been

learned or been statically added.

11.2 Implementation

Token bucket can be considered as a container to save a certain number of tokens. The
mechanism puts tokens into the bucket at a predetermined rate and the bucket has a
specified capacity. If the amount of tokens exceeds the capacity of the bucket, which will
overflow, the mechanism will stop accumulating tokens. Each token allows sending a certain
number of bits. When a packet is transmitted, a number of tokens that is equivalent to the
length of the packet in bits are removed. If there are insufficient tokens in the bucket, the
packet may be transmitted until there are sufficient tokens in the bucket or may be dropped.
Port rate configuration uses token buckets to control flow. If port rate is set in a port, the

messages in this port will be processed by Token Bucket before forwarding. If there are
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sufficient tokens, the messages will be transmitted, or else they will be dropped.

11.3 Web Configuration

1. Add port rate configuration, as shown in Figure 48.

Port Rate Configuration

Port ID |Bucket PacketType IngressRate EgressRate
1 v|||o~|Mur Muver Mer Owr OUF 70 (64-200000Kbps) 80 (64-1000000Kbps)

UUF--unknown unicast frame, UMF--unknown multicast frame, BF--broadcast frame MF--multicast frame UF--unicast frame

Figure 48: Port Rate Configuration
Port ID
Configuration options: all switch ports
Bucket
Configuration range: 0~4
Function: Set an index for a token bucket. Each port can set 5 different token buckets.
Packet Type
Configuration options: UUF/UMF/BF/MF/UF
Function: choose the types of packets that need to limit the rate in a token bucket. Multiple
types of packets can be chosen at the same time
Ingress Rate
Configuration range: 64~200000Kbps
Function: limit the ingress rate of port-received packets and the packets that exceed the
limitation will be dropped
Explanation: The ingress rate of Fast Ethernet port is in the range of 64~100000Kbps
The ingress rate of Gigabit Ethernet port is in the range of 64~200000Kbps
Egress Rate
Configuration range: 64~1000000Kbps
Function: limit the egress rate of port-transmitted packets and the egress rate is shared by 5
token buckets in a port.
Explanation: The egress rate of Fast Ethernet port is in the range of 64~100000Kbps
The egress rate of Gigabit Ethernet port is in the range of 64~1000000Kbps
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2. Delete port rate configuration.
Select an index of a Token bucket of the selected port shown in Figure 48, and click

<Delete> to delete the packet rate limiting configuration of this bucket of the port.

Caution:
Once a packet ingress rate setting is deleted from a token bucket in a port, the port's egress
rate setting is deleted as well. If other token buckets of this port need an egress rate, it needs to

be reset.

3. Show port rate configuration list, as shown in Figure 49.

Port Rate Configuration List
{The configuration is the same with the last time if you do nothing this time !}
(1. unknown unicast frame; 2. unknown multicast frames 3. broadcast frames 4. multicast frames 5. unicast frames )

Part ID Bucket PacketType IngressRate EgressRate

0 1.2 3 B4khps
1 4 66Kbps

1 2 5 Gakhps B4khps
3 MULL disable
4 MULL disable
0 MULL disable
1 MULL disable

2 2 MULL disable disable
3 MULL disable
4 MULL disable
0 MULL disable
1 MULL disable

3 2 MULL disable disable
3 MULL disable
4 M dizahla

Figure 49: Port rate configuration list
In the Packet Type, 1 means UUF (Unknown unicast frame), 2 means UMF (Unknown
multicast frame, 3 means BF (Broadcast frame), 4 means MF (multicast frame), 5 means UF

(Unicast frame).

11.4 Typical Configuration Example

Limit the ingress rate of UUF, UMF and BF in port 1 to 70Kbps and set the egress rate of port
1 to 80Kbps, and they are processed in the Token bucket 0.
Configuration steps: select port 1, token bucket 0, and the packet types of UUF, UMF and BF;

set the ingress rate to 70Kbps and the egress rate to 80Kbps, as shown in Figure 48.
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12. Redundant

12.1 DT-Ring

12.1.1 Introduction

DT-Ring and DT-Ring+ are Kyland-proprietary redundancy protocols. They enable a network
to recover within 50ms when a link fails, ensuring stable and reliable communication.

DT rings fall into two types: port-based (DT-Ring-Port) and VLAN-based (DT-Ring-VLAN).
DT-Ring-Port: specifies a port to forward or block packets.

DT-Ring-VLAN: specifies a port to forward or block the packets of a specific VLAN. This
allows multiple VLANS on a tangent port, that is, one port is part of different redundant rings
based on different VLANS.

DT-Ring-Port and DT-Ring-VLAN cannot be used together.

12.1.2 Concepts

Master: One ring has only one master. The master sends DT-Ring protocol packets and
detects the status of the ring. When the ring is closed, the two ring ports on the master are in
forwarding and blocking state respectively.

Primary port: indicates the ring port (on the master) whose status is configured as forwarding

forcibly by user when the ring is closed.

Note:

= If no primary port is configured on the master, the first port whose link status changes to up

when the ring is closed is in forwarding state. The other ring port is in blocking state.

Slave: A ring can include multiple slaves. Slaves listen to and forward DT-Ring protocol
packets and report fault information to the master.

Backup port: The port for communication between DT rings is called the backup port.
Master backup port: When a ring has multiple backup ports, the backup port with the larger

MAC address is the master backup port. It is in forwarding state.
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Slave backup port: When a ring has multiple backup ports, all the backup ports except the
master backup port are slave backup ports. They are in blocking state.

Forwarding state: If a port is in forwarding state, the port can both receive and send data.
Blocking state: If a port is in blocking state, the port can receive and forward only DT-Ring

protocol packets, but not other packets.
12.1.3 Implementation

DT-Ring-Port Implementation

The forwarding port on the master periodically sends DT-Ring protocol packets to detect ring

status. If the blocking port of the master receives the packets, the ring is closed; otherwise,

the ring is open.

Working process of switch A, Switch B, Switch C, and Switch D:

1. Configure Switch A as the master and the other switches as slaves.

2. Ring port 1 on the master is in forwarding state while ring port 2 is in blocking state. Both
two ports on the slave are in forwarding state.

3. If link CD is faulty, as shown in the following figure:

a) When link CD is faulty, port 6 and port 7 on the slave are in blocking state. Port 2 on the
master changes to forwarding state, ensuring normal link communication.

b) When the fault is rectified, port 6 and port 7 on the slave are in forwarding state. Port 2 on
the master changes to blocking state. Link switchover occurs and links restore to the

state before CD is faulty.
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A 2 3
Master

Before fault During fault

A
Master

4
18 Ring ports D
< Forwarding C 7 D
i Slave |~ Slave
@ Blocking
> Fault

Fault recovery

Figure 50 CD Link Fault

%3 Note:
4

= If port 1 on master A is configured as the primary port, the fault and fault recovery processes

are identical with those described above.

4. If link AC is faulty, as shown in the following figure:

a) When link AC is faulty, port 1 is in blocking state and port 2 changes to forwarding state,
ensuring normal link communication.

b) After the fault is rectified,

U If no primary port is configured on master A, port 1 is still in blocking state and port 8 is in
forwarding state. No switchover occurs.

U If port 1 on master A is configured as primary port. When the ring is closed, primary port
must be in forwarding state. Therefore, port 1 changes to forwarding state. Port 8 is in

forwarding state and port 2 is in blocking state. Link switchover occurs.
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18 Ring ports
O Forwarding
@ Blocking

> Fault

o=
4]
o
<
™

(o4 7 5] D
Slave & Slave
Before fault During fault
3 B
O Slave
R G—
5
[od T 5 D
Slave o Slave
Fault recovery -- no configured primary port Fault recovery - port 1 configured as primary port
Figure 51 DT-Ring Link Fault
Caution:

Link status change affects the status of ring ports.

DT-Ring-VLAN Implementation

DT-Ring-VLAN allows the packets of different VLANs to be forwarded in different paths.
Each forwarding path for a VLAN forms a DT-Ring-VLAN. Different DT-VLAN-Rings can
have different masters. As shown in the following figure, two DT-Ring-VLANSs are configured.
Ring links of DT-Ring-VLAN 10: AB-BC-CD-DE-EA.

Ring links of DT-Ring-VLAN 20: FB-BC-CD-DE-EF.

The two rings are tangent at link BC, CD, and DE. Switch C and Switch D share the same

ports in the two rings, but use different logical links based on VLANS.
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VLAN 10
VLAN 20

Figure 52 DT-Ring-VLAN

) Note:
Y 4

In each DT-Ring-VLAN logical ring, the implementation is identical with that of DT-Ring-Port.

MOTE

DT-Ring+ Implementation

DT-Ring+ can provide backup for two DT rings, as shown in the following figure. One backup
port is configured respectively on Switch C and Switch D. Which port is the master backup
port depends on the MAC addresses of the two ports. If the master backup port or its link
fails, the slave backup port will forward packets, preventing loops and ensuring normal

communication between redundant rings.

Backup
Q @

hMaster Master

D port F

Figure 53 DT-Ring+ Topology
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Caution:

Link status change affects the status of backup ports.

12.1.4 Explanation

DT-Ring configurations should meet the following conditions:

U All switches in the same ring must have the same domain number.

0 Each ring can only have one master and multiple slaves.

U Only two ports can be configured on each switch for a ring.

0  For two connected rings, backup ports can be configured only in one ring.
U A maximum of two backup ports can be configured in one ring.

0 On a switch, only one backup port can be configured for one ring.

U DT-Ring-Port and DT-Ring-VLAN cannot be configured on one switch at the same time.
12.1.5 Web Configuration

1. Configure redundancy mode, as shown in the following figure.

| Select Redundancy Mode | & DT-RING-PORT O DT-RIMNG-VLAN
| Check Loop Status | () Enahle  * Disable |
| Lpply | | Help |

Figure 54 Configuring Redundancy Mode and Ring Status Detection
Select Redundancy Mode
Options: DT-RING-PORT/DT-RING-VLAN
Default: DT-RING-PORT
Function: Select the redundancy mode.
Check Loop Status
Options: Enable/Disable
Default: Disable
Function: Enable or disable ring status detection.
Description: After ring status detection is enabled, the switch automatically detects ring

status. When a non-ring port receives DT-Ring packets, the port will be locked. Therefore,
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use the function with caution.
2. Create DT-Ring, as shown in the following figure.

DT-RING List

Domain ID/Station TypeRing Port(1,2)Primary PertDT-RING+ StatusBackup PortChange imesRing State

| £dd | | Help |

Figure 55 Creating a DT-Ring
Click <Add> to create DT-Ring and set related parameters.

3. Configure DT-Ring-Port and DT-Ring-VLAN, as shown in the following figures.

OT-RING
Redundancy DT-RIMG
Darnain 1D |1 |
Domain narme |a |
Station Type ® Master O Slave
Ring Port1 | 1 v|
Ring Port2 | 2 v|
Primary Port | 1 V|
OT-RING+
DT-RING+ @ Enable O Disable
Backup Paort | 3 V|
| Lpply | | Help |

Figure 56 DT-Ring-Port Configuration
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Redundancy

DT-RING

Redundancy

DT-RIMG

Damain ID

Damain name

Station Type ® Master O Slave
Ring Port1 | ! v
Ring Port2 | 2 v|
Primary Port | 1 V|
DT-RING+
DT-RING+ ® Enable O Disable
Backup Port | 3 V|
Acd VLA List
VLA Choose VID YLAMN Mame
1 default
2 2
| Lpplw | | Help

Figure 57 DT-Ring-VLAN Configuration

Forcible configuration: DT-RING

Domain ID

Range: 1~32

Function: Differentiate rings. A maximum of 16 port-based rings or 8 VLAN-based rings can

be configured on one switch.

Domain name

Range: 1-31 characters

Function: Configure the domain name.

Station Type

Options: Master/Slave

Default: Master

Function: Select the role of the switch in the current ring.
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Ring Portl/Ring Port2

Options: All switch ports

Function: Select two ring ports.
Primary Port

Options: Disable/All switch ports
Default: Disable

Function: Configure the primary port.

Description: When the ring is closed, the primary port is in forwarding state.

Caution:
0 The primary port takes effect only when the ring is closed.

U The primary port must be one of the two ring ports on the master.

DT-RING+

Options: Enable/Disable

Default: Disable

Function: Enable or disable the DT-Ring+ function.

Backup Port

Options: All switch ports

Function: Select one port as the backup port.

Description: You can configure a backup port only after the DT-Ring+ function is enabled.
Add VLAN List

Options: All created VLAN lists

Function: Select the VLAN whose packets are allowed through on the current ring port.

Caution:

U Aring port or backup port cannot be added to a trunk group. A port added to a trunk group
cannot be configured as a ring port or backup port.

U Aring port or backup port cannot be configured as a mirroring source or destination port. A
mirroring source or destination port cannot be configured as a ring port or backup port.

i STP cannot be enabled on a ring port or a backup port. An STP-enabled port cannot be
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configured as a ring port or backup port.

U DT-Ring and DRP are mutually exclusive. One switch cannot be configured to be on a

DT-Ring and a DRP ring at the same time.

After the configurations are completed, created rings are listed in the DT-RING List, as

shown in the following figure.

Figure 58 DT-Ring List

4. View and modify DT-Ring configuration.

DT-RING List
Domain IDfStation TypeRing Port(1,2)Frimary PoiDT-RING+ StatusBackup PerfChange times| Ring State
a-1 master 1,2 1 Enable 3 1 RING-CLOSE
b-2 slave 45 Disable Enable G o
[ 4dd | Help |

Click the DT-Ring options in the preceding figure. You can view and modify the

configurations of the ring, as shown in the following figure.

OT-RING Configuration

Redundancy OT-RIMNG
Domain 1D
Domain Mame a
Station Type master L
Ring Port 1 L
Ring Port2 2 L
Frimary Port 1 W
DT-RING+ Enahle w
Backup Port 3 w
| Applw | |Delete | |Canu:e1 | | Help |

Figure 59 Querying and Modifying DT-Ring Configuration

Click <Apply> for changes to take effect after modification. Click <Delete> to delete the

DT-Ring configuration entry.

5. View the status of DT-Ring and ports, as shown in the following figure.
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DT-RING 5tate List

Redundancy DOT-RING
Ring Port 1 forwarding
Ring Port 2 blocking
Ring State RING-CLOSE
Clean Change times CLEAN
Redundancy DT-RING+
Equipment IF 192.168.0.222
Equipment MAC 00-15-7E-DA-40-80
Backup Fort Status blocking
Equipment IP 192.168.0.223
Equipment MAC 00-1E-CD-11-01-B1
Backup Port Status Blocking

Figure 60 DT-Ring Status

12.1.6 Typical Configuration Example

As shown in Figure 53, A, B, C, and D form Ring 1; E, F, G, and H form Ring 2; CE and DF

are the backup links of Ring 1 and Ring 2.

Configuration on switch A:

1. Domain ID: 1; Domain name: Ring; Station Type: Slave; Ring Port 1 and 2; DT-Ring+:
Disable; Backup Port: none, as shown in Figure 56.

Configuration on switch B:

2. Domain ID: 1; Domain name: Ring; Station Type: Master; Ring Port 1 and 2; no primary
port; DT-Ring+: Disable; Backup Port: none, as shown in Figure 56.

Configuration on switch C and switch D:

3. Domain ID: 1; Domain name: Ring; Station Type: Slave; Ring Port 1 and 2; DT-Ring+:
Enable; Backup Port: 3, as shown in Figure 56.

Configuration on switch E, switch F and switch G:

4. Domain ID: 2; Domain name: Ring; Station Type: Slave; Ring Port 1 and 2; DT-Ring+:
Disable; Backup Port: none, as shown in Figure 56.

Configuration on switch H:

5. Domain ID: 2; Domain name: Ring; Station Type: Master; Ring Port 1 and 2; no primary

port; DT-Ring+: Disable; Backup Port: none, as shown in Figure 56.
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12.2 RSTP/STP Configuration

12.2.1 Introduction

STP (Spanning Tree Protocol) is based on IEEE802.1D standard and is a protocol of
providing link backup to avoid loop and broadcast storm in LAN. The STP-enabled device
selectively blocks some ports by mutual information exchange to prune the ring network to
loop-free tree network, so as to avoid packet storm in the network. The disadvantage of STP
is that it does not support rapid port state transition and ports must wait for twice Forward
delay time before transiting to a forwarding state.

In order to solve this disadvantage, IEEE802.1w standard was launched as the supplement
of 802.1D standard and defined RSTP (Rapid Spanning Tree Protocol). RSTP protocol
made the following improvements based on STP protocol to improve the convergence rate:
set an Alternate port for the root port and set a Backup port for the designated port; when the

root port is out of running, its Alternate port will enter forwarding state without delay.
12.2.2 Basic Concepts

Root bridge: it works like a tree root in the tree network. There is one and only one root
bridge in the entire network. The root bridge changes with the network topology and is not
fixed. Root bridge periodically sends out configuration BPDU, and other devices forward this
configuration BPDU to guarantee the topology stability.

Root port: the optimum port for the data transmission from a non-root bridge to the root
bridge, along with smallest path cost. It is responsible for the communication with the root
bridge. There is only one root port on a non-root bridge and there is not root port on the root
bridge.

Designated port: a port on the designated bridge and it is responsible for forwarding
configuration BPDU to other device or LAN. All ports in the root bridge are designated ports.
Alternate port: the backup port of the root port. When the root port breaks down, the
alternate port will become the new root port

Backup port: the backup port of the designated port. When the designated port breaks down,
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