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KY7LAND Product Introduction

Preface

The series switches include Layer-2 SICOM3028GPT-L2GT, SICOM3028GPT-L2FT,
SICOM3028GPT-L2G, and SICOM3028GPT-L2F switches and Layer-3
SICOM3028GPT-L3GT, SICOM3028GPT-L3FT, SICOM3028GPT-L3G, and
SICOM3028GPT-L3F switches.

This manual mainly introduces the access methods and software features of the series
industrial Ethernet switches, and details Web configuration methods.

Content Structure

The manual contains the following contents:

Main Content Explanation

1. Product introduction U Overview

U  Product models

U  Software features

2. Switch access 0 View types
0 Switch access by console port
i Switch access by Telnet

i Switch access by Web

3. Device information Switch basic information

4. Switch maintenance U Reboot

i Software update (by FTP, TFTP ,SFTP)

5. Device basic configuration U Basic configuration (Basic configuration, clock configuration)

0  User management configuration

0 Port configuration (physical port configuration, port information)
0 VLAN configuration

i PVLAN configuration

0 Port mirroring

0 Port storm suppression




KYLAND

Product Introduction

Port isolate

Port channel

Telnet server configuration

SSH server configuration

SSL configuration

File transmission (TFTP service, FTP service, SFTP service)
MAC address table configuration

Basic configuration debug

6. Device

configuration

advanced

ARP configuration

Layer-3 interface configuration
SNMPv2c, SNMPv3
DT-Ring

DRP configuration
STP/RSTP

MSTP

Alarm

Digital diagnosis

Log configuration

Static route configuration’
RIP configuration”

OSPF configuration’

DHCP server configuration
ACL configuration

QoS configuration

IEC61850 configuration
GOOSE trigger configuration
IGMP Snooping

GMRP
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Static multicast configuration
LLDP

RMON

VRRP’

SNTP configuration

NTP configuration

PTP configuration”

Sync Ethernet configuration”
GPS Configuration”

IRIG-B configuration”
TACACS+ configuration
RADIUS configuration
IEEE802.1x configuration
Authentication login configuration
Link check

Loop detect configuration

CRC protect configuration

Note'

SICOM3028GPT-L2G/SICOM3028GPT-L2F.

* indicates the features not available on SICOM3028GPT-L2GT/SICOM3028GPT-L2FT/

# indicates the features not available on SICOM3028GPT-L2G/SICOM3028GPT-L2F/

SICOM3028GPT-L3G/SICOM3028GPT-L3F.

Conventions in the manual

1. Text format conventions

Format Explanation

<> The content in < > is a button name. For example, click <Apply> button.




KY7LAND Product Introduction

[ The content in [ ] is a window name or a menu name. For example, click [File] menu item.

{} The content in { } is a portfolio. For example, {IP address, MAC address} means IP address

and MAC address are a portfolio and they can be configured and displayed together.

Y Multi-level menus are separated by "Y ". For example, Start Y All Programs Y
Accessories. Click [Start] menu, click the sub menu [All programs], then click the submenu

[Accessories].

/ Select one option from two or more options that are separated by "/". For example

"Addition/Deduction" means addition or deduction.

~ It means a range. For example, "1~255" means the range from 1 to 255.

2. Symbol conventions

Symbol Explanation

The matters need attention during the operation and configuration, and they are

Caution supplement to the operation description.

N Necessary explanations to the operation description.
ote

a The matters call for special attention. Incorrect operation might cause data loss

~~~~~~~ Warning or damage to devices.

Product Documents
The documents of SICOM3028GPT series industrial Ethernet switches include:

Name of Document Content Introduction

SICOM3028GPT Series Industrial Ethernet Describes the hardware structure, hardware
Switches Hardware Installation Manual specifications, mounting and dismounting methods.
SICOM3028GPT Series Industrial Ethernet Describes the switch software functions, Web
Switches Web Operation Manual configuration methods, and steps of all functions.

Document Obtainment

Product documents can be obtained by:
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U CD shipped with the device

0  Kyland website: www.kyland.com



http://www.kyland.cn/

KY7LAND Product Introduction

1. Product Introduction

1.1 Overview

Based on the full gigabit switching platform, the series switches are the first industrial
Ethernet switches that employ the IEC61850 MMS modeling management technology in the
world, thereby achieving unified modeling and management. With industry-leading clock
frequency synthesis technology, the switches support IEEE1588-2008 PTP and IEC62439-6
ring redundancy protocol. They all adopt modular design for flexible configuration, extensible
IRIG-B, GPS, serial port, HSR, and many other modules. In addition, the switches comply
with the IEC61850-3 and IEEE1613 power industry standards. All these features enable the
switches to well suit the Smart Grid industry.

The device supports an SFP optical module with the function of digital diagnosis, which is
used to monitor the temperature, supply voltage, laser bias current, and transmit and receive
optical power. By reference to such parameters measured, the management unit can quickly
locate errors occurring in optical links, which helps simplify maintenance, and improve the

system reliability.
1.2 Software Features

This series switches provide abundant software features, satisfying customers' various

requirements.

U Redundancy protocols: STP/RSTP, MSTP, DT-Ring, VRRP, and IEC62439-6

U Routing protocols: OSPFv2, RIP, static routing protocol

U  Multicast protocols: IGMP Snooping, GMRP, and static multicast

U Switching attributes: VLAN, PVLAN, QoS, and ARP

0 Bandwidth management: port channel, port rate limiting, and port storm suppression

U Synchronization protocols: GPS, IRIG-B, PTP(IEEE1588-2008), ITU-T.G.8261/G.8262,
SNTP, and NTP

U  Security: IEEE802.1x, TACACS+, RADIUS, SSH, SSL, ACL, MAC address binding, port
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isolation, and user management

0 Device management: FTP/TFTP/SFTP software update, FTP/TFTP/SFTP file
transmission, log record and upload

U Device diagnosis: port mirroring, LLDP, link check, loop detect, CRC protect, and digital
diagnosis

U Alarm function: CPU / memory usage alarm, port alarm, power alarm, ring alarm,
high-temperature alarm, low-temperature alarm, port traffic alarm, CRC error / packet
loss alarm, and SFP power alarm.

0 Network management: management by CLI, Telnet, Web and Kyvision network
management software, DHCP, and SNMPv1/v2/v3 and IEC61850 network monitoring

u e
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2. Switch Access

You can access the switch by:

0 Console port

U Telnet/SSH

U  Web browser

U Kyvision management software

Kyvision network management software is designed by Kyland. For details, refer to its user

manual.

2.1 View Types

When logging into the Command Line Interface (CLI) by the console port or Telnet, you can
enter different views or switch between views by using the following commands.

Table 1 View Types

Command for View

View Prompt View Type View Function
Switching

Switch > General mode | U View system date and time. Input "enable" to enter the
0 Show software version. privileged mode.

Switch# Privileged i Configure system clock and 0 Input "config" to switch

mode date. from privileged mode to
U Transmit file and update configuration mode.
software. U Input "exit" to return to

U Delete switch file. the general mode.

U Configure CLI language.

0 View switch configuration and
system information.

U Restore default configuration.

0 Save current configuration.
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U Reboot switch.

Switch (config) # | Configuration Configure all switch functions. Input "exit" to return to

mode privileged mode.

When the switch is configured through the CLI, "?" can be used to get command help. In the
help information, there are different parameter description formats. For example, <1, 255>
means a number range; <H.H.H.H> means an IP address; <H: H: H: H: H: H> means a MAC
address; word<1, 31> means a string range. Il n addi

through recently used commands.

2.2 Switch Access by Console Port

You can access a switch by its console port and the hyper terminal of Windows OS or other
software that supports serial port connection, such as HTT3.3. The following example shows

how to use Hyper Terminal to access switch by console port.

Caution'

The console ports support RJ45 and Mini USB connectors. You can select either of the two
connectors as needed. If you select Mini USB connector for one port and RJ45 connector for
the other, only the console port with the Mini USB connector works when both of the two ports

are connected.

RJ45 Connector

1. Connect the 9-pin serial port of a PC to the console port of the switch with the DB9-RJ45

console cable.

Mini-USB Connector

1. Install "Mini USB_driver.exe". You can find the program in the [Software download] folder
in the delivered CD. Connect the USB port of a PC to the console port of the switch with a
Mini USB cable.

2. Run the Hyper Terminal in Windows desktop. Click [Start] Y [All Programs] Y

ti

on
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[Accessories] Y [Communications] Y [Hyper Terminal], as shown in Figure 1.

ons ® HyperTerminal
@ Entertainment Network Connections
) System Tools
) Address Book
Administrator & Calculator 24 Wireless Network Sef
Command Prompt ™

¥ Network Setup Wizard

New Connection Wizard

3 Notepad
/ Internet ) My Documents 3 4
Internet Explorer u Paint
1 E-mail QMy Recent Documents @) Program C ibility Wizard
& Outlook Express @ Set Program Access and Defaults

(Q, Remote Desktop Connection
W2 Windows Catalog

v i €9 synchronize
R windons Update [ Tour Windows xP
& Microsoft Update T
@ ‘Windows Media Plays ® [ windows Explorer

(A wordpad

ﬁ Tour Windows XP \@ Games

@) starty »
Files and Settings Tr: @ .
Wizard @ Internet Explorer

w msh
n Command Prompt

@ Outlook Express
.. Remote Assistance
e Windows Media Player

allprograms I | BonRIGLTY

Figure 1 Starting the Hyper Terminal

3. Create a new connection "Switch", as shown in Figure 2.

_+ | Mew Connection - Hyper Terminal

Enter a name and chooze an icon far the connectian:

M arne:
|Switch |

o

Disconnected dugto debect Sugto debect UM

Figure 2 Creating a New Connection

4. Connect the communication port in use, as shown in Figure 3.

10
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Connect To

& Switch

Enter detailz for the phone number that you want to dial:

Countroregion:

]

Phone nurmber: | |

Area code:

Connect using: | COk1 W |

[ 1] H Cancel ]

Figure 3 Selecting the Communication Port

Note'

MOTE

[ Har dwar e]

v

To confirm the communication port in use, right-c | i ¢ k

[ Device

[ My

Manager ]

v

Computer]

[ Port].

ar

5. Set port parameters (Bits per second: 115200, Data bits: 8, Parity: None, Stop bits: 1, and

Flow control: None), as shown in Figure 4.

11
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COM1 Properties

Part Settings |

Bits per second; 115200 v|
Data bits: |8 v|
Parity: | None v

Stop bits: |1 v|

Flow control. [N - |

[ Bestore Defaulkz ]

[ ] H Canicel H Apply ]

Figure 4 Setting Port Parameters
6. Click <OK> button to enter the switch CLI. Input password "admin™ and press <Enter> to

enter the General mode, as shown in Figure 5.

“& Switch - HyperTerminal
File Edit View Call Transfer Help

0= A N E

Password: ====x

SWITCH>_

Connected 0:00:03 Auko detect Auto detect LM

12
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Figure 5 CLI

7. Input command fe n a h tletadt user” a d mand p a s s wlo2 boénter the privileged

mode. You can also input other created users and password, as shown in Figure 6.

“& Switch - HyperTerminal
File Edit Wiew Cal Transfer Help

Passuord: ssesxsxs

SHITCH>enable

login:admin

passworg: ==

Please modify vour 1initial password!

SHITCH#

Connected 0:00:03 Auka detect Auto detect TUM

Figure 6 Privileged mode

2.3 Switch Access by Telnet

The precondition for accessing a switch by Telnet is the normal communication between the

PC and the switch.

1. Enter "telnet IP address” in the Run dialog box, as shown in Figure 7. The default IP

address of a Kyland switch is 192.168.0.2.

Run EE]EEE

- Type the name of a program, folder, document, or
9 Inkernet resource, and Windows will apen it Far yau,

open:  |telnet 192 168.0.2 w

(] 4 ] [ Cancel ] [ Browse. ..

13
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Figure 7 Telnet Access

Note'

NOTE

To confirm the switch IP address, please refer to "6.2.1 Switch IP Address" to learn how to

obtain IP address.

2. In the Telnet interface, input user "admin”, and password "123" to log in to the switch. You

can also input other created users and password, as shown in Figure 8.

% Telnet 192.168.0.2

login:admin

password e

Please modify your initial password?
SWITCH>

Figure 8 Telnet Interface

2.4 Switch Access by Web

The precondition for accessing a switch by Web is the normal communication between the

PC and the switch.

Note

MNOTE

IE8.0 or a later version is recommended for the best Web display results.

1. Input "IP address" in the browser address bar. The login interface is displayed, as shown

14
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in Figure 9. Input the default user name "admin", password "123", and the Verification. Click

<Login>. You can also input other created users and password.

SICOM3028GPT-L2GT Web Management System

Username. | admin
Fassword: | yew

Language: Englizh i

Verification: |iidp JJ[}P

Figure 9 Web Login
The English login interface is displayed by default. You can select <é > to change to the

Chinese login interface.

Note'

MOTE

To confirm the switch IP address, please refer to "6.2.1 Switch IP Address" to learn how to

obtain IP address.

2. The prompt of modifying the initial password is displayed, click <OK> button.
3. After you log in successfully, there is a navigation tree on the left of the interface, as

shown in Figure 10.

15
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HKY7LAND SICOM3028GPT-L2GT Web Management System 3 About

Help Exit

! SICOM3028GPT-L2GT
i-Bpevice Information

f Boevice Basic ConfigL
"!Deuice Advanced Cc
#-Bswitch maintenance

. Switch basic information

Prompt : SWITCH
CPU MAC . 00-01-00-00-03-01

Hardware wversion : V2.1

Sof tware wersion @ R1008

BootRom wversion @ 161

Device type : SICOM302B8GPT-L2GT
Conplied Time : How 28 2014 16:13:26

Uptime : 0 weeks, 0 days., 0 hours. 10 ninutes

Copyright (C) 2004-2014 by Kyland Technology Co., Ltd.

Figure 10 Web Interface

In the top right corner, you can click <¢ > to change language to Chinese or <EXxit> to exit

the Web interface.

16
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3. Device Information

3.1 Switch Basic Information

The switch basic information includes the prompt, MAC address, hardware version, software
version, BootROM version, device type, compilation date, and runtime. Click [Device
Information] Y [Switch basic information] in the navigation tree to show the switch basic

information, as shown in Figure 11.

Frompt : SWITCH
CPU HAC : 00-01-00-00-03-01

Hardware wersion : V2.1

Sof tware version ;. RE1008

BootRom wersion @ 161

Device type | SICOMI0NZAGPT-LZ2GT
Complied Time : How 28 2014 16:13:26

Tptime : 0 wesk=, 0 daw=s. 0 hours. 8 mninutes

Figure 11 Switch Basic Information

17
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4. Switch Maintenance

In the navigation tree, you can click [Save current running-config] to save the current
configuration or [Reboot with the default configuration] to enter the page shown in Figure 12.

Then you can click <Yes> to restore the default configuration.

Rehoot

® v¥es OMo |

Figure 12 Restoring Default Configuration

4.1 Reboot

To reboot the device, click [Switch maintenance] Y [Reboot] in the navigation tree to enter

the reboot interface, as shown in Figure 13.

Rehoot

® v¥es OMo |

Figure 13 Reboot
Before rebooting, please confirm whether to save current configuration. If you select "Yes",
the switch runs the current configuration after reboot. If you select "No", the switch runs the
previous saved configuration. If no configuration has been saved, the switch will restore the

default configuration after reboot.

4.2 Software Update

Software updates may help the switch to improve its performance. The series switches need
to update only one software version file. It contains not only the system software version, but
also the BootROM software version.

The software version update needs the assistance of FTP/TFTP/SFTP server.

18



KYLAND Switch Maintenance

4.2.1 Software Update by FTP

Install an FTP server. The following uses WFTPD software as an example to introduce FTP
server configuration and software update.

1. Click [ Secur it s] The "Uders/Rights Sécity ghimlog" dialog box is
displayed. Click <New User> to create a new FTP user, as shown in Figure 14. Create a
user name and password, for example, user name "admin" and password "123". Click

<OK>.

E" Ho log file open — WFIPD

File Edit Yiew Leogzing Meszages Security Help

User / Rights Security Dialog

User Mame: Iadmin ;I Dione |

Uzer ...

Mew Lser... | Delete | Change Pass... |

Haorne Directory: I ™ Resticted to home
Help | Rights >> |

Change Password

New Pazsword: Im ok

C |
Werify Password: I“"*1 il

For Help, press F1 |1 socket |l] USErs | |NUM| ﬁ

Figure 14 Creating a New FTP User
2. Input the storage path of the update file in "Home Directory", as shown in Figure 15. Click

<Done>.

19
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E Ho log file open — WETPD

File Edit ¥iew Logzing Messages Security Help

User f Rights Security Dialog

Usger Mame: Iadmin ;I

Uszer ..

Mews User... | Delete | Change Pasz.. |

Hame Directary: IF:\test-versinn I Restricted to home
Help | Fights >> |

For Help, press F1 |1 socket |0 users | |NUM| ﬁ

Figure 15 File Location
3. Click [Switch maintenance] Y [FTP software update] in the navigation tree to enter the
FTP software update page, as shown in Figure 16. Enter the IP address of FTP server, FTP

user name, password, and file name on the server. Click <Update>.

FTP software update

|192.168.D.23

| admin

|123

|C0]'|'[3EIEEGPT—TEIEII&1.bin

binarw L
| |

|I-10 v|

T_T]_:l date

Figure 16 Software Update by FTP
Transmission type
Options: binary/ascii

Default: binary

20
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Function: Select the file transmission standard.

Explanation: ascii means using ASCII standard to transmit file; binary means using binary
standard to transmit file.

ForceUpdate

Options: YES/NO

Default: NO

Function: Select the handling method when the software version does not match the switch
hardware.

Explanation: NO means to cancel software update if software and hardware do not match.
YES means to continue software update even if software and hardware do not match.

However, it might result in system anomaly, or even boot failure.

Warning'

S— U The file name must contain an extension. Otherwise, the update may fail.
U Software version file is not a text file, and it must adopt the binary standard for transmission.
i To guarantee normal running, please select NO for ForceUpdate. That is, do not update

software if the software and hardware version do not match

4. Make sure the normal communication between the FTP server and the switch, as shown

in Figure 17.

21
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B No log file open — WEFTFD

File Edit V¥iew Logzing Messages Security Help

[L 0012] 09f16/11 17:43:40 Connection accepted from 192.168.0.2

[C D012] 09/16/11 17:43:40 Command "USER admin" received

[C 0012] 09116/11 17:43:40 PASSword accepted

[L 0012] 09116411 17:43:40 User admin logged in.

[C 0012] 09416411 17:43:40 Command "TYPE I'" received

[C 0012] 09A16/11 17:43:40 TYPE setto I N

[C 0012] 09116/11 17:43:40 Command "PORT 192,168.0,2,4,3" received

[C 0012] 09A16/11 17:43:40 PORT setto 192.168.0.2 - 1027 [4,3]

[C 0012] 09/16/11 17:43:40 Command "RETR SICOM3028GPT-T0005-B1.1.2.2.bin" received
[C 0012] 09A16/11 17:43:40 RETRieve started on file SICOM3028GPT-T0005-B1.1.2.2.bin

[C 0012] 09116/11 17:43:55 Transfer finished

[G 0012] 09116111 17:43:55 Got file DAWMSOFT_2000ASICOM3028GPT-TO005-BUILD-1.1.2.2\SICH
[C 0012] 09/16/11 17:45:25 QUIT or close - user admin logged out

For Help, press F1 1 socket |0 users NUM

Figure 17 Normal Communication between FTP Server and Switch

Caution'
To display update log information as shown in Figure 17, you need to clic

Options] in WFTPD and select Enable Logging and the log information to be displayed.

5. Wait for the update to complete, as shown in Figure 18.

Dovnloading file, please waiting.......

Figure 18 Waiting for the Update to Complete
6. When the update is completed, please reboot the device and open the Switch Basic

Information page to check whether the update succeeded and the new version is active.

22
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—

Warning'

U In the software update process, keeps the FTP server software running.
U When update completes, reboot the device to activate the new version.
U If update fails, do not reboot the device to avoid the loss of software file and startup

anomaly.

4.2.2 Software Update by TFTP

Install TFTP server. The following uses TFTPD software as an example to introduce TFTP

server configuration.

"s Tftpd32 by Ph. Jounin

Current Directory | D:\wiMsoft_2000451COM3028GPT-TC + | Browse

Server interface |'IE|2.'I FA0.23 j Show Dir

Thp Server l Titp Elient] DHCP server] Swslog server] DMS server] 1]+

pEer file: gtart time | progress

| e .-’-‘-.I:u::utl Seltings | Help |

Figure 19 TFTP Server Configuration
1. In "Current Directory", select the storage path of update file on server. Enter the server IP
address in "Server interface".
2. Click [Switch maintenance] Y [TFTP software update] in the navigation tree to enter the
TFTP software update page, as shown in Figure 20. Enter the IP address of the TFTP server

and file name on server. Click <Update>, and wait for update to complete.

23
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TFTP software update

|192. 168. 0. 23 |

|c0m3nzaGPT—Tnn14. bin|

binarys L
| |

|H0 v|

T_T]_:l date

Figure 20 Software Update by TFTP
Transmission type
Options: binary/ascii
Default: binary
Function: Select the file transmission standard.
Explanation: ascii means using ASCII standard to transmit file; binary means using binary
standard to transmit file.
ForceUpdate
Options: YES/NO
Default: NO
Function: Select the handling method when the software version does not match the switch
hardware.
Explanation: NO means to cancel software update if software and hardware do not match.
YES means to continue software update even if software and hardware do not match.

However, it might result in system anomaly, or even boot failure.

Warning'

U The file name must contain an extension. Otherwise, the update may fail.
U Software version file is not a text file, and it must adopt the binary standard for transmission.
U To guarantee normal running, please select NO for ForceUpdate. That is, do not update

software if the software and hardware version do not match

3. Make sure the normal communication between the TFTP server and the switch, as shown

24
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in Figure 21.

Current Directory | D:\wMsaft_2000451COM3028GPT-TC + | Browse

Server interface |192,153,|123 j Showe Dir
Thp Server l Titp Elient] DHCP server] Spslog server] DMS server] 1|k

pEer file gtart time | prodress
192.168.1.144:1024 <SICOM3I0N2BGPR... 140617 43% 1

" SICON3028GPT-T0008-Bui... [X|

File zize : 4362185
1306176 Bytes sent 158848 Bytesz/zec

[
|

Abot Settings Help

Figure 21 Normal Communication between TFTP Server and Switch

4. Wait for the update to complete, as shown in Figure 22.

Dovmloading file, please walting

Figure 22 Waiting for Update to Complete
5. When the update is completed, please reboot the device and open the Switch Basic
Information page to check whether the update succeeded and the new version is active.

a " Warning'

T U Inthe software update process, keeps the TFTP server software running.

U When update completes, reboot the device to activate the new version.

U If update fails, do not reboot the device to avoid the loss of software file and startup

anomaly.

25
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4.2.3 Software Update by SFTP

The Secure File Transfer Protocol (SFTP) is an SSH-based file transfer protocol. It provides
encrypted file transfer to ensure security.

The following example uses MSFTP to describe the configuration of the SFTP server and
the firmware upgrade process.

1. Add an SFTP user, as shown in Figure 23. Enter the user and password, for example,
admin and 123. Set the port number to 22. Enter the path for saving the firmware version file

in Root path.

@ Core FTP mini—sftp—servgr- @‘@g

User: Iadmin Stop

Password: Options

Part; |22 Ahout

Root path: IE:\GPTSEIZBgujian\]

I

alli

Connections:

address/IP | cannected &

E— = =

Figure 23 Adding an SFTP User

2. Upgrade firmware, as shown in Figure 24.

SFTPHEE
192. 168. 0.8

admin

123

T-Build-1. 3.48. 4. bin
Ry -

Figure 24 Upgrade Firmware- SFTP
Server IP address

Format: A.B.C.D
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Description: Configure the IP address of the SFTP server.

{ User name, Password }

Range: { 1~99 characters, 1~99 characters }

Description: Input the user name and password created on SFTP server.

Server file name

Range: 1~99 characters

Description: Configure the firmware update file name stored on SFTP server.

ForceUpdate

Options: YES/NO

Default: NO

Function: Select the handling method when the software version does not match the switch
hardware.

Explanation: NO means to cancel software update if software and hardware do not match.
YES means to continue software update even if software and hardware do not match.

However, it might result in system anomaly, or even boot failure.

. Warning:
.= The file name must contain an extension. Otherwise, the upgrade may fail.

WARMING

3. When the update is completed as shown in Figure 25, please activate the software
version and reboot the device, open the System Information page to check whether the

update succeeded and the new version is active.
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Write "SICOM3028G-R0O001-Build.l.2.45.B3.1.4.bin" 70.7 %
Write "STICOM3028G-R0O001-Build.1.3.45.83.1.4.bin" 72.6 %
Write "SICOM3028G-R0O001-Build.l.2.45.B3.1.4.bin" 74.4 %
Write "STICOM3028G-R0O001-Build.1.3.45.83.1.4.bin" 76.3 %
Write "SICOM3028G-R0001-Build.l.2.45.B32.1.4.bin" 78.2 %
Write "SICOM2028G-RO001-Build.1.3.45.53.1.4.bin" 80.0 %
Write "SICOM3028G-R0O001-Build.l.2.45.B32.1.4.bin" 82.9 %
Write "STICOM3028G-R0O001-Build.1.3.45.83.1.4.bin" 83.8 %
Write "SICOM3028G-R0O001-Build.l.2.45.B32.1.4.bin" 85.6 %
Write "STICOM3028G-R0O001-Build.1.3.45.83.1.4.bin" 87.5 %
Write "SICOM3028G-R0O001-Build.l.2.45.B3.1.4.bin" 85.4 %
Write "STICOM3028G-R0O001-Build.1.3.45.83.1.4.bin" 91.2 %
Write "SICOM3028G-R0O001-Build.l.2.45.B3.1.4.bin" 93.1 %
Write "STICOM3028G-R0O001-Build.1.3.45.53.1.4.bin" 95.9 %
Write "SICOM3028G-R0001-Build.l.2.45.B32.1.4.bin" 96.8 %
Write "STICOM3028G-R0O001-Build.1.3.45.83.1.4.bin" 98.7 %
Write "SICOM3028G-R0001-Build.l.2.45.8B3.1.4.bin" 100.0 %
write to flash success
Figure 25 Upgrade Successfully
Warning:
u In the firmware upgrade process, keeps the SFTP server running.

a When update completes, reboot the device to activate the new version.

a If update fails, do not reboot the device to avoid the loss of software file and startup

anomaly.
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5. Device Basic Configuration

5.1 Switch Basic Configuration

Switch basic configuration includes hostname, mapping between host and IP address, and

switch clock.
5.1.1 Basic Configuration

1. Setting Hostname
Click [Device Basic Configuration] Y [Switch Basic Configuration] Y [Basic Config] to enter

switch basic configuration page, as shown in Figure 26.

Set Hostname
SWITCH

ropy

Figure 26 Setting Hostname

Hostname

Range: 1-30 characters

Default: SWITCH

Function: Set the prompt in switch CLI.

Method: Click <Apply> to activate the new hostname. Click <Reset> to cancel the current
setting and use the previous hostname.

2. Setting mapping between hostname and IP address, as shown in Figure 27.
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Mapping hostname and IP
|1-:3.rland |

192, 168, 1. 23 |

Switch 192.168.1.144
kyland 192.1668.1.23

Figure 27 Mapping between Hostname and IP Address
{Host name, IP address}
Format: {1-15 characters, A.B.C.D}
Function: According to the mapping, use hostname to access the corresponding device.
Method: Input valid hostname and IP address. Then click <Add> to set a mapping entry of
hostname and IP address or <Del> to delete the mapping entry.
Example: After setting the mapping between hostname "Switch" and I[P address
"192.168.0.4" successfully, you can ping the switch by using the ping host Switch
command instead of ping 192.168.0.4.

5.1.2 Setting the Clock

You can set the system date and time. The series switches support Real-Time Clock (RTC).
Even if they are powered off, they continue timing.
To make full use of time and save energy, Daylight Saving Time (DST) can be used in

summer. To be specific, adjust clock forward one hour in summer.

Click [Device Basic Configuration] [YSwi t ch Basi ¢ @akcorifigumatiors toi on ] °

enter clock configuration page, as shown in Figure 28.
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Clock Configuration
15:16:4

201412 4
GMT+08:00 W

| Enable V|

—

Start Time 4 menth

hl:lur

End Timal‘“:I |m|:|nth|‘1 ||:Iﬂ',r

day

g hour

[ opty [l Sow Clock

Figure 28 Clock Configuration

HH:MM:SS

Range: The value of HH ranges from 0 to 23, and that of MM and SS ranges from O to 59.
YYYY.MM.DD

Range: The value of YYYY ranges from 1970 to 2099, that of MM from 1 to 12, and that of
DD from 1 to 31.

Description: The range of DD varies with month. For example, the range of DD for March is
from 1 to 31, and that for April is from 1 to 30. You can configure it according to the actual
situation.

Timezone

Function: Select the local timezone.

Daylight Saving Time status

Options: Enable/Disable

Default: Disable

Function: Enable or disable DST. After DST is enabled, clock will be adjusted forward one
hour in summer.

Daylight Saving Time

Configure the time segment for DST.
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Caution'

U Start time should be different from end time.

U Start time indicates non-DST time. End time indicates DST time.

For example, run DST from 10:00:00 April 1st to 9:00:00 October 1st.

Non-DST time will run until 10:00:00 April 1st. Then the clock jumps to 11:00:00 to start DST.

DST runs until 9:00:00 October 1st. Then the clock jumps back to 8:00:00 to run non-DST

time.

5.2 User Management Configuration

To avoid security problems caused by illegitimate users, the series switches provide

hierarchical user management. The switches provide different operation rights based on

user levels, satisfying diversified access control requirements. Three user levels are

available, as shown in Table 2.

Table 2 User Level

User Level

Description

Guest

The lowest level, guest users can only view switch configuration, but cannot perform
configuration or modification.
Guest users cannot access the following functions: software update, user management,

file transmission, reboot, save current configuration, and load default.

System

Medium level, system users have certain access and configuration rights.
System users cannot access the following functions: software update, user
management, file transmission, reboot, and load default.

Note: System user can modify password of the current user.

Admin

Highest level, admin users have the rights to perform all functions.

5.2.1 Web Configuration

1. Configure users

32




KYLAND Device Basic Configuration

Click [Device Basic Configuration] [YUs e r Conf i g uCoafiguratiam]] t& gnteis e r

user configuration page, as shown in Figure 29.

User Confiiuration

Password| ®ee
|111 | M console  [Ftelnet [ash  [Fweb |Guest VH Password VI
Key name| |
Apply
User Configuration List
admin console telnet ssh web admin Password Password: ™
11 console telnet ssh web guest Passwaord Password:***
222 console telnet ssh web system Passwaord Passwaord:***
333 ssh guest Passward Passward: ™"
444 ssh guest Key Key:444

Figure 29 User Configuration
Name
Range: 1~16 characters
Service
Options: console/telnet/ssh/web
Function: Select switch access mode for the current user. One or multiple access modes can
be selected.
Level
Option: Guest/System/Admin
Default: Guest
Option: Select user level, users of different levels have different operation rights.
Authen-Type
Option: Password/Key/Password or Key
Default: Password
Function: Selected the authentication type to be used when the current user accesses the
switch. When selecting Password, you must configure the Password option. When
selecting Key, you must configure the Key name option.
Password

Range: 1~32 characters
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Function: Configure the password to be used when the current user accesses the switch.
Key name
Function: Select the key name to be used when current user accesses the switch in ssh

mode.

Note'

U Currently, console/telnet/web does not support the key-based authentication mode.
Therefore, when the service type is console/telnet/web, does not select key-based
authentication as the authentication type.

U ssh supports two authentication modes, that is, password-based authentication and
key-based authentication.

U The switch supports a maximum of nine users.

U Default user admin cannot be deleted. The default service (console, telnet, ssh, web) and
level (administration level) of this user cannot be modified, but the default password (123)
can be modified.

U For the switch access mode of console/telnet/web, please see the 2 Switch Accessosection.

i For the switch access mode of ssh, please see the f5.11 SSH Server Configurationosection.

2. Modify and delete user information
Click the user entry under user configuration list in Figure 29. You can modify and delete the

user configuration, as shown in Figure 30.

User Configuration

[Password
ClKey name

111 #lconsole [#ltelnet [¥lssh [#lweb | Guest  + | Password v

Delete

Figure 30 Modify and Delete User Information

3. Configure SSH Key
Click [Device Basic Configuration] Y[ User Conf i gur ati on] Y fo8reH

SSH key configuration page, as shown in Figure 31.
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55H Key Configuration
444

RSA b

=sh-T=sa

AL ARSNzaClyc2EARORARIQRAATEAY
GODzTtglEa/Rl3udijvQnassy¥ilvsyYH
Cobawlz jHEsEcHEfroEDdUFe 0V vhe
6lice3+THIHEX2 5v4dLEMwnYBPgZk

Figure 31 SSH Key Configuration

| N |

£

Key Name

Range: 1~16 characters

Key Type

Mandatory configuration: RSA

This series switches only support RSA key algorithm.

Key Value

Format: {algorithm name, public key, key info}

Algorithm name: ssh-rsa | ssh-dsa

Public key: it is based on 64 codes and the length is less than 2048 bytes

Key info: more info for the key

Function: Configure the public key corresponding to the client. Generally, the public key is
generated by Puttygen software and is copied to the key value of the server, the private key
is saved in the client.

4. Modify the password of current user

Click [Device Basic Configuration] [YUser Configuration] Y[ Modi f

password modification page, as shown in Figure 32.

Modify Password
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Figure 32 Modify
New password/Repeat password
Range: 1~32 characters
5. Configure timeouts for switch access modes
Click [Device Basic Configuration] [YUs er Confi guration] Y[ Ti meout

password modification page, as shown in Figure 33.

Timeouts Cnnfiiuratinn

console (0~44640)
web 0 (0~44640)
ssh (0~44640)

telnet (0~44640)

Apply

Figure 33 Timeouts Configuration
Time
Range: 0~44640 min
Default: 5 min for console/ssh/telnet; 10 min for web
Function: Configure the login user timeout and disconnection time. The time starts counting
when a user finishes all configurations, and the system will automatically exit the access
mode when the time ends. When the time is set to 0, the user timeout and disconnection
function is disabled. In this case, the server will not judge whether the user login times out

and therefore the user will not exit the current login mode.
5.3 Port Configuration

5.3.1 Physical Port Configuration

5.3.1.1 Introduction

In physical port configuration, you can configure the cable type, management status,

rate/mode, and other information.
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5.3.1.2 Web Configuration

Click [Device Basic Configuration] Y [Port configuration] Y [Ethernet port configuration] Y

[Physical port configuration] to enter the port configuration page, as shown in Figure 34.

Port configuration

2/1 |« |||TCC auto % ||| no shutdown % auto v Invalid + no loopback v 120 (0-600)

Figure 34 Physical Port Configuration
Port
Options: all switch ports
Description: X/Y is the port name format; X is the slot number for interface module where the
port resides, and Y is the port number on the interface module.
Alias
Range: 1~64 characters
Function: Configure alias to describe the port.
mdi
Options: auto/normal/across
Default: auto
Function: Configure the cable type for the Ethernet port.
Description: auto means auto-recognition of cable type; across means the port supports only

cross-over cable; normal means the port supports only straight-through cable.

Caution'

The auto option is recommended.

Admin Status

Options: shutdown/no shutdown

Default: no shutdown

Function: Allow data transmission on port or not.

Description: no shutdown indicates the port is enabled and permits data transmission;
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shutdown indicates the port is disabled and disallows data transmission. This option directly
affects the hardware status of the port and triggers port alarms.

Speed/duplex status

Options: auto, 10M/Half, 10M/Full, 100M/Half, 200M/Full, 2000M/Half, 2000M/Full

Default: auto

Function: Configure the port speed and duplex mode.

Description: Port speed and duplex mode support auto-negotiation and forced configuration.
If it is set to "auto", the port speed and duplex mode will be automatically negotiated
according to port connecting status. When the port duplex mode changes from
auto-negotiation to forced full duplex or half duplex, the port speed will also be changed to
forced mode. It is recommended to set the parameter to auto to avoid the connection
problem caused by unmatched port configuration on both ends of link. If you set the port to
forced speed or duplex, please ensure the speed or duplex mode configurations on both

ends of the connection are the same.

Caution'

U The speed/duplex mode of a 10/100Base-TX port can be set to auto, 10M/Half, 20M/Full,
100M/Half, or 200M/Full.

U The speed/duplex mode of a 100Base-FX port can be set to 100M/Full only.

U The speed/duplex mode of a 10/100/1000Base-TX port can be set to auto, 10M/Half,
10M/Full, 100M/Half, 200M/Full, 1000M/Half, or 1000M/Full.

U The speed/duplex mode of a Gigabit fiber port can be set to auto or 1000M/Full only.

Linkup delay

Range: 0~600 (unit: 1/60 s)

Default: 0 s

Function: Configure port link up delay time. The both ends of the connection should have the
same Linkup delay configuration.

You can view port information based on Ethernet port configuration and communication
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conditions, as shown in Figure 35.

Port list
(Port Alies Type mdi Status Adminstatus  Speed Mode Flowcontrol | Loopback  Linkup delay(unit 1/60s)
11 GE |auto | down no shutdown auto auto Invalid no loophack 0
112 GE |auto | down no shutdown auto auto Invalid no loophack 0
113 GX |auto | down no shutdown auto auto Irvalid no loophack 0
14 GX |auto | down no shutdown auto auto Irvalid no loophack 0
21 | TCC | FE |auto| down no shutdown auto auto Invalid no loophack 120
212 FE |[auto| down no shutdown auto auto Invalid no loophack 0
213 FE |auto| down no shutdown auto | auto Invalid no loophack i]
24 FE |auto up no shutdown auto | auto Invalid no loophack 0
N FX |auto| down no shutdown auto | auto Invalid no loophack 0
32 FX |auto| down no shutdown auto | auto Invalid no loophack 0
33 FX |auto| down no shutdown auto auto Invalid no loophack 0
34 FX |auto| down no shutdown auto auto Invalid no loophack 0
61 FE |auto| down no shutdown auto auto Invalid no loophack 0
6/2 FE |auto| down no shutdown auto auto Invalid no loophack 0
6/3 FE |auto| down no shutdown auto auto Irvalid no loophack 0
6/4 FE |auto| down no shutdown auto auto Irvalid no loophack 0

Figure 35 Port List
5.3.2 Port Information

Click [Device Basic Configuration] Y [Port configuration] Y [Port debug and maintenance]
Y [Show port information] to enter the port information page. It contains the port connecting

status, port type, input/output packet statistics, and other information, as shown in Figure 36.
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gre—— 5
[ Roresh

EthernetZ-3 i= up. line protocol i= up

Ethernet?2-3 iz layer 2 port. alias name i= (null), index 1= 7
Hardware iz Fast-Ethernet. address i= 00-01-00-00-03-09
PVID i= 1

MTT 10240 bytes, BW 100000 Kbit

Encapsulation ARPA, Loopbaclk not set

Auto—duplex: Hegotiation full-duple=x, Auto—speed: HNegotiation
100M bits

FlowvControl 1= off, MDI type 1= auto

Input and output rate statistics:

£ minute input rate 2935 bytesr=zec. 29 packetsssec

E minute output rate 4621 bytes=s=szec. 6 packet=.szec

The la=st 5% =second input rate 2701 bytes-=zec., 29 packetsssec
The la=t 5 =econd output rate 698 bytes-=ec. § packets<sec

Input packets statistics:

2162040 input packet=s, 217736548 bytes,., 0 no buffer

80201 unica=st packets, 116708 multicast packets, 1965131 broadca=st paclkets
0 input errors, 0 CRC, 0 frame alignment, 0 overrun, 0 ignored,

0 abort., 0 length error . 0 pause framns

Cutput packets statistics:

136566 output packet=. 93892260 bytes. 0 underruns

117989 unicast packets, 18527 multicast packets, 50 broadcast packets
0 output errors, 0 collisions . 0 pause framne

Input and output packets by length:

(R4} bytes: 818980, (6L5™127) bytes: 1255746,
{128~255) bytes=: 81301, (256~G11) byte=: 21617,
(Sl2~1023) bytes: 41904, (1024~10240) bytes: 790548

Figure 36 Port Information

5.4 VLAN Configuration

5.4.1 Introduction

One LAN can be divided into multiple logical Virtual Local Area Networks (VLANS). A device
can only communicate with the devices on the same VLAN. As a result, broadcast packets
are restricted to a VLAN, optimizing LAN security.

VLAN partition is not restricted by physical location. Each VLAN is regarded as a logical
network. If a host in one VLAN needs to send data packets to a host in another VLAN, a

router or layer-3 device must be involved.
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5.4.2 Principle

To enable network devices to distinguish packets from different VLANS, fields for identifying
VLANS need to be added to packets. At present, the most commonly used protocol for VLAN
identification is IEEE802.1Q. Table 3 shows the structure of an 802.1Q frame.

Table 3 802.1Q Frame Structure

802.1Q Header
DA SA Length/Type Data FCS
Type PRI CFlI VID

A 4-byte 802.1Q header, as the VLAN tag, is added to the traditional Ethernet data frame.
Type: 16 bits. It is used to identify a data frame carrying a VLAN tag. The value is 0x8100.
PRI: three bits, identifying the 802.1p priority of a packet.

CFI: one bit. 0 indicates Ethernet, and 1 indicates token ring.

VID: 12 bits, indicating the VLAN number. The value ranges from 1 to 4093. 0, 4094, and

4095 are reserved values.

» Note'
Y 4

U VLAN 1 is the default VLAN and cannot be manually created and deleted.

HMOTE

U Reserved VLANSs are reserved to realize specific functions by the system and cannot be

manually created and deleted.

The packet containing 802.1Q header is a tagged packet; the one without 802.1Q header is

an untagged packet. All packets carry an 802.1Q tag in the switch.
5.4.3 Port-based VLAN

VLAN partition can be either port-based or MAC address-based. This series switches
support port-based VLAN partition. VLAN members can be defined based on switch ports.
After a port is added to a specified VLAN, the port can forward the packets with the tag for
the VLAN.

1. Port Type

Ports fall into two types according to how they handle VLAN tags when they forward packets.
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0 Untag port: Packets forwarded by an Untag port do not have VLAN tags. Untag ports are
usually used to connect to terminals that do not support 802.1Q. By default, all switch
ports are Untag ports and belong to VLANL1.

U Tag port: All packets forwarded by a Tag port carry a VLAN tag. Tag ports are usually
used to connect network transmission devices.

2. Port Mode

0 Access: In access mode, the port must be untag and added to one VLAN; the port
cannot be tag and added to any VLAN.

0  Trunk: In trunk mode, the port must be untag and added to the PVID VLAN; the port can
be tag/untag and added to any other VLAN.

3. PVID

Each port has a PVID. When receiving an untagged packet, a port adds a tag to the packet

according to the PVID. The default PVID of all ports is 1.

The PVID of an Access port is the ID of VLAN that the port belongs to, and it cannot be

configured.

The PVID of a Trunk port can be configured as one of the VLAN IDs allowed through the

port.

Table 4 shows how the switch processes received and forwarded packets according to the

port mode, port type and PVID.

Table 4 Different Processing Modes for Packets

Processing Received Packets Processing Packets to Be Forwarded
Untagged packets Tagged packets Port Type Packet Processing
i If the VLAN ID in a Forward the packet after
Untag
packet is in the list of removing the tag.

Add PVID tags to VLANSs allowed through,

packets. accept the packet. Keep the tag and forward the
Tag
i If the VLAN ID in a packet.

packet is not in the list of
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VLANSs allowed through,

discard the packet.

5.4.4 Web Configuration

1. Create or delete a VLAN.
Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN configuration] Y
[Create/Remove VLAN] Y [VLAN ID allocation] to enter the VLAN configuration page, as

shown in Figure 37.

VLAHN ID configuration
BTN -

Figure 37 Creating/Deleting a VLAN

VLAN ID

Range: 2~4093.

Function: Use different VLAN IDs to distinguish VLANS.

Description: The series switches support a maximum of 4093 VLANS.

Method: Click <Add> to create a VLAN; click <Remove> to delete the specified VLAN.

2. Configure a VLAN name.

Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN configuration] Y
[Create/Remove VLAN] Y [VLAN ID attribution configuration] to enter the VLAN name
configuration page, as shown in Figure 38.

Modify switch VLAN ID attribution

2
WVLANZ

universal »

Figure 38 VLAN Configuration

VLAN ID
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Range: all created VLANs

Function: Input the ID of the VLAN whose name is to be modified.

VLAN Name

Range: 1~11 characters

Function: Input the name of the VLAN with the specified ID.

VLAN Type

Options: universal

Default: universal

After setting is completed, the "VLAN ID Information” page lists the attribute information of all
created VLANS, as shown in Figure 39.

VLAHN ID information

1 default universal
2 WVLANZ universal
100 WLAMT00 universal
200 WLAMZ00 universal

Figure 39 VLAN List
3. Configure port mode
Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN configuration] Y [Port
type configuration] Y [Set port mode (Trunk/Access)] to enter the port type configuration

page, as shown in Figure 40.

Port mode configuration
*

Figure 40 Port Type Configuration

Port

Options: all switch ports

Type

Options: access/trunk
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Default: access

Function: Select the mode for the specified port. Each port supports only one mode.

After setting is completed, the "Port mode configuration" page lists all port types, as shown in

Figure 41.

Port mode cunﬁiuratiun

111 ACCESS
1/2 ACCEeSS
1/3 aCcCess
1/4 ACcCEess
211 ACCEeSS
202 ACCRSS
213 acCess
214 ACCESS
41 ACCEeSS
4/2 aCcCess
4/3 ACcCEess
4/4 trunk

Figure 41 Port Type Information
4. Allocate ports to the created VLANS.
Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN configuration] Y
[Allocate ports for VLAN] Y [Allocate ports for VLAN] to enter the Access port VLAN

configuration page, as shown in Figure 42.
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Allocate ports for VLAN

2 w
21 w
Lntag b

Mote: TR : Trunk mods, TG - Tag, &-CH - Serial Card, H-CH : HSR/PRP Card, T-CH - TM5S Card

11
1/2
13
1/4
214
4/4(TR)
2/

2 VLANZ Static ENET 212
4/4(TRITG)
213

100 VLAN100 Static ENET 471
4/4{TRITG)
472

200 VLAN200 Static ENET 473
4/4(TRITG)

1 default Static EMET

Figure 42 Allocating Access Ports to VLANSs
Tag Type
Option: Tag/Untag
Function: Select the type of the port to be added to the VLAN.

Caution:

U In access mode, the port must be untag and added to one VLAN.

CAUTION

U In trunk mode, the port must be untag and added to the PVID VLAN; the port

can be tag/untag and added to any other VLAN.

5. Configure the PVID for a Trunk port.
Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN configuration] Y [Trunk
port configuration] Y [VLAN setting for trunk port] to enter the Trunk port VLAN configuration

page, as shown in Figure 43.
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Set trunk native

1M

2

Figure 43 Trunk Port PVID Configuration
Trunk Port
Options: all Trunk ports
Trunk Native VLAN (pvid)
Options: all created VLANSs
Default: 1

Function: Configure the PVID for a Trunk port.

Description: No matter whether a port does not exist in a VLAN or exists in a VLAN in the

form of Untag/tag, after the PVID is specified, this port will be added to the VLAN in the form

of Untag.

Method: Click <Default> to restore the PVID of selected Trunk port to 1.

6. Configure VLANS for a Trunk port, as shown in Figure 44.

Configure Trunk Port Allow VLAN

11

Tag

Add Delete

Figure 44 Configuring VLANS for a Trunk Port
Trunk Port
Options: all Trunk ports
Tag Type
Option: Tag/Untag

Function: Select the type of the trunk port to be added to the VLAN.

Trunk Allow VLAN List
Options: all created VLANs
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Default: all created VLANS
Function: Configure VLANS for the selected Trunk port.
After setting is completed, the VLAN information of all Trunk ports is displayed, as shown in

Figure 45.

11 2 1 2:100
4/4 1 2:100:200 1

Figure 45 VLAN Configuration of Trunk Ports
7. Configure VLAN ingress rule for a port.
Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN configuration] Y
[Enable/Disable VLAN ingress rule] Y [ En ab | eVYLBN mgesd rule] to enter the

VLAN ingress rule configuration page, as shown in Figure 46.

Enable/Disable VLAHN ingress rule

S
Disable

Figure 46 Configuring VLAN Ingress Rule

Options: Enable/Disable

Default: Enable

Function: Enable or disable the VLAN ingress rule for a port.

Description: If this function is enabled, the port checks the VLAN ID of a packet against its
allowed VLAN list upon receiving the packet. If a match is found, the port forwards the
packet; otherwise, the packet is discarded. If this function is disabled, the port forwards all
packets without checking their VLAN IDs.

After setting is completed, all VLAN ingress rules information is displayed, as shown in

Figure 47.
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an =X Enable
af2 GX Disable
33 (B3 Enable
a4 ) Enahle
41 FE Disable
472 FE Enable
473 FE Enable
474 FE Enable

Figure 47 VLAN Ingress Rule Information
8. Configure VLAN-aware
Click [Device Basic Configuration] Y [VLAN co
[VLAN-aware]  YLAN-aware] to enter the VLAN ingress rule configuration page, as shown

in Figure 48.

VLAN-aware Configuration

Figure 48 VLAN-aware Configuration

Option: Aware/Unaware

Default: Aware

Function: When Aware is selected, the device identifies and judges the VLAN according to
the IEEE802.1Q protocol and forwards packets properly. When Unaware is selected, the
device does not judge the VLAN ID of an unknown unicast packet and forwards the packet to
any port (broadcast); the device does not judge the VLAN ID of a known unicast packet and
forwards the packet to a relevant port according to the MAC address table.

9. View the information about all created VLANS.

Click [Device Basic Configuration] Y [VLAN configuration] Y [VLAN debug and

maintenance] Y [Show VLAN] to enter the VLAN information page, as shown in Figure 49.
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_ VLANID  Mame Ty Meda  Potid
1/1(TRTG)
1/2
13
1/4
2/4
4/4(TR)
1/1(TR)
2/1
22
AI4(TRITG)
1/1(TR)
273
411
A4(TRITG)
472

200 VLAN200 Static ENET 473
A4(TRITG)

1 default Static EMET

2 WLAMZ Static EMET

100 WLAMNT00 Static EMET

Figure 49 VLAN Information

5.4.5 Typical Configuration Example

As shown in Figure 50, the entire LAN is divided into 3 VLANs: VLAN2, VLAN100, and
VLANZ200. It is required that the devices in the same VLAN can communicate with each
other, but different VLANS are isolated. The terminal PCs cannot distinguish tagged packets,
so the ports connecting Switch A and Switch B with PCs are set to access port. VLANZ,
VLAN2100, and VLAN200 packets need to be transmitted between Switch A and Switch B, so
the ports connecting Switch A and Switch B should be set to trunk port, permitting the
packets of VLAN 2, VLAN 100, and VLAN 200 to pass through. Table 5 shows specific

configuration.

Table 5 VLAN Configuration
VLAN Configuration
VLAN2 Set port 2/1 and port 2/2 of Switch A and B to untag ports, and port 4/4 to tag port.
VLAN100 Set port 2/3 and port 4/1 of Switch A and B to untag ports, and port 4/4 to tag port.
VLAN200 Set port 4/2 and port 4/3 of Switch A and B to untag ports, and port 4/4 to tag port.
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> VLAN200
Désktop PC

p-

Desktop PC

Switch A

Switch B

VLAN200 g
g Desktop P

Desktop

VLAN100

Figure 50 VLAN Application

Configurations on Switch A and Switch B:

1. Create VLANZ2, VLAN100, and VLAN200, as shown in Figure 37.

2. Configure ports 2/1, 2/2, 2/3, 4/1, 4/2, 4/3 as Access ports, and port 4/4 as Trunk port, as
shown in Figure 40.

3. Add ports 2/1 and 2/2 to VLANZ2 as untag ports; ports 2/3 and 4/1 to VLAN100 as untag
ports; ports 4/2 and 4/3 to VLANZ200 as untag ports; port 4/4 to VLAN2, VLAN100, VLAN200

as tag port, as shown in Figure 42.
5.5 PVLAN Configuration
5.5.1 Introduction

PVLAN (Private VLAN) uses two layers isolation technologies to realize the complex port
traffic isolation function, achieving network security and broadcast domain isolation.

The upper VLAN is a shared domain VLAN in which ports are uplink ports. The lower VLANSs
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are isolation domains in which ports are downlink ports. Downlink ports can be assigned to
different isolation domains and they can communicate with uplink port at the same time.

Isolation domains cannot communicate to each other.

/

- _ S T 10/@

vll ...

Figure 51 PVLAN Application
As shown in Figure 51, the shared domain is VLAN100 and the isolation domains are VLAN
10 and VLAN 30; the devices in the isolation domains can communicate with the device in
the share domain, such as VLAN 10 can communicate with VLAN 100; VLAN 30 can also
communicate with VLAN 100, but the devices in different isolation domains cannot

communicate with each other, such as VLAN 10 cannot communicate with VLAN 30.
5.5.2 Explanation

PVLAN function can be implemented through special configuration on ports.

0 The PVID of uplink ports are the same as shares domain VLAN ID; the PVID of downlink
ports are the same as their own isolation domain VLAN ID.

U The uplink ports are set to untag and are assigned to the shares domain VLAN and all
isolation domains; the downlink ports are set to untag and are assigned to the shared

domain VLAN and own isolation domain.
5.5.3 Typical Configuration Example

Figure 52 shows PVLAN application. VLAN300 is a shared domain and port 1 and port 2 are
uplink ports; VLAN100 and VLANZ200 are isolation domains and ports 3, 4, 5, and 6 are

downlink ports.
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Figure 52 PVLAN Configuration Example
Switch configuration:
1. Create VLAN300, VLAN 100, VLAN 200, as shown in Figure 37.
2. Configure ports 1, 2, 3, 4, 5, 6 as trunk ports, as shown in Figure 40.
3. Add ports 1~6 to VLAN300 as untag ports; ports 1~4 to VLAN100 as untag ports; ports 1,
2, 5, 6 to VLAN200 as untag ports, as shown in Figure 42.
4. Configure the PVID of ports 1 and 2 to 300; the PVID of ports 3 and 4 to 100; the PVID of

ports 5 and 6 to 200, as shown in Figure 43.
5.6 Port Mirroring
5.6.1 Introduction

With port mirroring function, the switch copies all received or transmitted data frames in a
port (mirroring source port) to another port (mirroring destination port). The mirroring
destination port is connected to a protocol analyzer or RMON monitor for network monitoring,

management, and fault diagnosis.
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5.6.2 Explanation

A switch supports only one mirroring destination port but multiple source ports.
Multiple source ports can be either in the same VLAN, or in different VLANs. Mirroring
source port and destination port can be in the same VLAN or in different VLANS.

The source port and destination port cannot be the same port.

Caution'
Mirroring destination port and port channel are mutually exclusive. The mirroring destination

CAUTION

port cannot be added to a port channel, and the port in a port channel cannot be set to a

mirroring destination port.

5.6.3 Web Configuration

1. Select the mirroring source port and mirroring mode.
Click [Device Basic Configuration] Y [Port mirroring configuration] Y [Mirror configuration]
to enter the mirroring source port configuration page, as shown in Figure 53.

Port mirroring configuration

1 W

(4 v

1M e

Reset Del

Figure 53 Mirroring Source Port Configuration

Session

Option: 1~7

Default: 1

Function: Select a mirroring group.
Mirror Direction

Options: rx/tx/both

Default: both

Function: Select the data to be mirrored in the mirroring source port.
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Description: rx indicates only the received packets are mirrored in the source port.

tx indicates only the transmitted packets are mirrored in the source port.

Both indicates both transmitted and received packets are mirrored in the source port.
Source port

Options: all switch ports

Function: Select the mirroring source port. You can select multiple source ports.

2. Select the mirroring destination port, as shown in Figure 54.

Figure 54 Mirroring Destination Port Configuration
Session
Option: 1~7
Default: 1
Function: Select a mirroring group.
Destination port
Options: all ports other than the source port
Function: Select the mirroring destination port.
Description: Set a port to a mirroring destination port. There is only one mirroring destination
port. The mirroring destination port cannot be a member of a port channel. It is better that the
throughput of the destination port is larger than or equal to the total throughputs of its source

ports.
5.6.4 Typical Configuration Example

As shown in Figure 55, the mirroring destination port is port 2 and the mirroring source port

is port 1. Both transmitted and received packets on port 1 are mirrored to port 2.
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